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Scope of work divided to 7 solutions: Internet service Line, phone lines, CCTV system,
Employee attendance system, WIFI AP, Security appliance, Central Copier, Printer, Scanner,
Fax “All in one “device.

Overview and scope of work

= Supply, install, integration, combining, training, configuration and programming are
bidder responsibility for all parts.

- Bidder must schedule site surveys for HQ and Branch’s.

- Vendor Warranty 1 year for all items is mandatory.

- Bidder must provide a catalog or Data sheet and part number of the all devices in
advance.

- Data sheets and part numbers must approved from STDF Team in advance.

- Edge switch must be manageable and POE+.

- Cameras, NVR, A.P., Attendance system, printers and copier and users PCs will
uplinked in new edge switch

- Cameras, NVR, A.P., Attendance system, printers and copier, users PCs and Smart
phone traffic must be allowed throw switch without any congestion.

- Edge switch must be uplinked with firewall with 1G uplink coper 45 RJ.

- Edge switch must provide layer 2 features as minimum or light layer 3.

- Edge switch necessary include 2x RJ 45 SFPs as minimum.

- Edge switch must be mount on existing rack assembly point.

- existing edge switch must uplinked with new edge switch.

- All wired network points — existing and new will be connected to new edge switch.

- Bidder must set all configuration that requested from STDF team.

- Bidder must provide heatmap for WIFI coverage.

- lof supplied A.P must be act as A.P controller.

- A.P Controller configuration is bidder responsibility.

- Site is going to have full wireless coverage.

- A.P must be Ceiling mount.

- All A.P. must be uplinked with new POE+ edge switch.

- Users PCs and smart phones “android / Apple / IPAD” devices traffic must allow in AP
without any congestion.

- Mount / dismount — shutdown / turn on for hardware & component is bidder responsibility.

- Attendance system must be integrated with existing Attendance system server
that located in STDF HQ “The 5th Settlement” Caire.-.

- Attendance system must fix by wall mount, >

- Attendance system must be works behind securlty dev

- Attendance system must be uplink with new edge switc po bwer and data.
- Attendance system must be works in 1501 ted\\{LAN i /¥
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- Attendance system must get power from POE+ new Edge switch and adapter.
- Admin must be Able to access Attendance system from wired and WIFL

- Locate cameras to cover all site is bidder responsibility.

- Cloud storge with NVR is mandatory and 2T local storge.
- NVR must be reachable remotely from outside securely.

- NVR must be POE for cameras.

- Firewall policies and switch configuration that requires for CCTV system, Attendance
system and clients to access internet is bidder responsibility.

- All security policys and configuration that requested from STDF team is bidder
responsibility

- Bidder must uplink internet source with firewall and set required configuration.

- Central Copier, Printer, Scanner, Fax All in one device implementation and configuration
is bidder responsibility.

- Any configuration related phone lines & FAX is bidder responsibility.

- Implementation & test all function is bedder responsibility for all devices.

- Any needed configuration between supplied devises among each other is bidder
responsibility.

- Bidder must provide technical proposal contain diagram showing all solutions together,
and must be approved from STDF team in advance.

- Bidder must provide hand over document & backup.

- The specifications listed below are as a minimum specification.

- Any incompatibility between the devices supplied to each other will be bidder
responsibility.
Any extension of cables must be inside the ceiling and in approved paths.
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Central Device ¢ Copier, Prir_lter, Scanner. Fax “ All in

one device Qty. (1)

Warm-up Time

Approx. 20 sec.

Memory Iz GB
Storage 320GB Self-Encryption HDD
et Bt Coa it Standard 1,200 sheets
Maximum 3,200 sheets
Paper Weight Mult feeds 60— 256 g’/ 17 1, Bond— 140 I Index
Paper size 100 x 148 to A3 /100 x 148 to LD
Copy / Print Speed " (ppm) : 30

Copier Feature

First Copy Speed

4.3 sec.  |[3.6 sec.

Resolution (2,400 x 600 dpi (with smoothing)
Multiple Copy |lUp to 999
Printer Feature
Resolution 600 x 609 dp_i, 2,400 X 600 dpi (with soothing), 1,200 x 1,200 (PS only), 3,600
x 600 dpi (with soothing/PS only)
IPDL |IPCL6 Emulation, PS3 Emulation, XPS
e Standard USB (High speed), 10/100/1000BASE-T
[Option Wireless LAN (IEEE802.11 b/g/n), Bluetooth
Scanner Feature
Resolution [1100/150/200/300/400/600dpi |
Scan ||[DSDF [lUp to 240 spm (Duplex) / Up to 120 spm (Simplex) (300 dpi) I
Speed  |RADF Up to 73 spm (300 dpi)
Data [Standard TIFF, PDF, XPS, JPEG, Slim PDF, PDF/A
format [Option DOCX, EXLS, PPTX, Searchable PDF

fScan Protocol

SMB, FTP, IPXARY, FTPS, USB, Netware

Scan features

o Box, TWAIN, Local HDD, Share Point, iFax, Fax,

- o) Cer
cr /ff"l >

A5

Cié&b s\—-J‘—"*:\ “




[

4

Internet Fax

[ITU-T T.37 (Simple mode)

Fax Feature

Communication mode / Modem
Speed

Super G3 / 33.6 kbps- 2.4 kbps

Data Compression

UBIG, MMR, MR, MH

Number of Lines (Std. / Max.)

[1/2

Phonebook

3,000 stations

S/ »:i f_f”
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Employ attendance system device Qty. (1)

- 20,000 user records (2*4 fingers each)

- Captures and matches 4 fingers on either right or left hand, in any direction

-4.3”> WVGA color capacitive touchscreen

- Immune to environmental factors (external light, dust)

- Copes with wet and dry fingers

- No latent prints left on scanner

- Mitigates hygiene concerns

- PoE+ and AC adapter

- Must integrated with existing STDF attendance Servers and existing data base without any
third part application

- Must have wall mount

- Work with POE and direct adapter power

- Must support internet protocols

- Transferer date to STDF data base server automatically

- Implementation test, and user registration first time bidder responsibility

Update reports and create new reports is bidder responsibility.

J/;T’,V!{a
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A.P POE Oty ( 2 ) one of both work as controller

Deployment modes

Centralized local, Standalone*, Sniffer, - FlexConnect, Monitor**,

OfficeExtend**, Mesh**

22 dBm, 3 antennas
802.11n (HT20)
22 dBm, 3 antennas

Supported wireless yes
LAN controllers
number of 2.4 GHz 5 GHz
nonoverlapping e 802.11b/g: 802.11a:
channels o 20 MHz: 3 20 MHz: 25
e 802.11n: 802.11n:
o 20 MHz: 3 20 MHz: 25
40 MHz: 12
802.11ac:
20 MHz: 21
40 MHz: 12
80 MHz:
transmit power 2.4 GHz 5 GHz
802.11b 802.11a
22 dBm, 3 antennas 23 dBm, 4 antennas
802.11g 802.11n (HT20)

23 dBm, 4 antennas

802.11n (HT40)

23 dBm, 4 antenna

802.11ac

non-HT80: 23 dBm, 4
antennas

VHT20: 23 dBm, 4 antennas
VHT40: 23 dBm, 4 antennas
VHT80: 23 dBm, 4 antennas

transmit power
settings

5 GHz

e 23 dBm
e 20dBm
e 17dBm
e 14 dBm
e 11 dBm
e 8§dBm
e 5dBm




18

e | dBm

e 2dBm

Integrated antenna

e 2.4 GHz, gain 3 dBi, internal omni,
horizontal beamwidth 360°

e 5 GHz, gain 5 dBi, internal omni,
horizontal beamwidth 360°

Interfaces

e 1x 10/100/1000BASE-T
autosensing (RJ-45), Power over
Ethernet (PoE)

e 1x10/100/1000BASE-T
autosensing (RJ-45), AUX (used for
Link Aggregation)

e Management console port (RJ-45)
e USB 2.0 (enabled via future
software)

Indicators

e Status LED indicates boot loader
status, association status, operating
status, boot loader warnings, boot
loader errors

System memory

e | GB DRAM
® 256 MB flash




o e

19 /\

\s“‘*r/?/,u?

Edge Switch 24 port 10/100/1000 POE+ Qty (1)

Spanning Tree Protocol

Layer 2 Switching

Spanning Tree Protocol Standard 802.1d
Spanning Tree support

Fast convergence using 802.1w (Rapid
Spanning Tree [RSTP]), enabled by default
Multiple Spanning Tree instances using
802.1s (MSTP); 8 instances are supported
Per-VLAN Spanning Tree Plus (PVST+) and
Rapid PVST+ (RPVST+); 126 instances are
supported

Port grouping/link
aggregation

Support for IEEE 802.3ad Link Aggregation
Control Protocol (LACP)

e Up to 8§ groups

e Up to 8 ports per group with 16 candidate
ports for each (dynamic) 802.3ad link
aggregation

VLAN

Support for up to 4,094 VLANs
simultaneously

Port-based and 802.1Q tag-based VLANSs;
MAC-based VLAN; protocol-based VLAN;
IP

subnet-based VLAN

Management VLAN

Private VLAN with promiscuous, isolated,
and community port

Private VLAN Edge (PVE), also known as
protected ports, with multiple uplinks
Guest VLAN, unauthenticated VLAN
Dynamic VLAN assignment via RADIUS
server along with 802.1x client authentication
CPE VLAN

Voice VLAN

Voice traffic is automatically assigned to a
voice-specific VLAN and treated with
appropriate

levels of QoS. Auto voice capabilities deliver
network wide zero-touch deployment of voice
endpoints and call control devices

Dynamic Host
Configuration Protocol
(DHCP) Relay at Layer 2

Relay of DHCP traffic to DHCP server in
different VLAN; works with DHCP Option
82

Loopback Detection

Loopback detection provides protection

VA

& AL
u&ﬂ"s"y‘\

_agaifistfoops by transmitting loop protocol
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packets

out of ports on which loop protection has
been enabled. It operates independently of
STP

Secure Shell (SSH) Protocol SSH is a secure replacement for Telnet traffic.
Secure Copy Protocol (SCP) also uses SSH.
SSH v1 and v2 are supported

Secure Sockets Layer (SSL) SSL support: Encrypts all HTTPS traffic,
allowing highly secure access to the browser-
based management GUI in the switch
Web-based authentication Web-based authentication provides network
admission control through web browser to
any

host devices and operating systems

Standards IEEE 802.3 10BASE-T Ethernet, [EEE
802.3u 100BASE-TX Fast Ethernet, IEEE
802.3ab

1000BASE-T Gigabit Ethernet, IEEE 802.3ad
Link Aggregation Control Protocol, IEEE
802.3z

Gigabit Ethernet, IEEE 802.3ae 10 Gbit/s
Ethernet over fiber for LAN, IEEE 802.3an
10GBase-T 10 Gbit/s Ethernet over copper
twisted pair cable, IEEE 802.3x Flow
Control,

IEEE 802.1D (STP, GARP, and GVRP),
IEEE 802.1Q/p VLAN, IEEE 802.1w Rapid
STP, IEEE

802.1s Multiple STP, IEEE 802.1X Port
Access Authentication, IEEE 802.3af, IEEE
802.3at,

IEEE 802.1AB Link Layer Discovery
Protocol, IEEE 802.3az Energy Efficient
Ethernet, RFC

768, RFC 783, RFC 791, RFC 792, RFC 793,
RFC 813, RFC 826, RFC 879, RFC 896, RFC
854, RFC 855, RFC 856, RFC 858, RFC 894,
RFC 919, RFC 920, RFC 922, RFC 950, RFC
951, RFC 1042, RFC 1071, RFC 1123, RFC
1141, RFC 1155, RFC 1157, RFC 1213, RFC
1215, RFC 1286, RFC 1350, RFC 1442, RFC
1451, RFC 1493, RFC 1533, RFC 1541, RFC
1542, RFC 1573, RFC 1624, RFC 1643, RFC
1700, RFC 1757, RFC 1867, RFC 1907, RFC
2011, RFC 2012, RFC 2013, RFC 2030, RFC
2131, RFC 2132, RFC 2233, RFC 2576, RFC
2616, RFC 2618, RFC 2665, RFC 2666, RFC
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Passive component
Cabling Infrastructure:

All horizontal cables (between edge switch and any devices) should be:

= Copper UTP-cat 6 as minimum

® Install outlets with Rj jacks compliant with cat 6 standard with appropriate
jack.

= All UTP cables must extend into PVC flexible tubes.

® The UTP wiring system should allow all different configuration (4 pairs
should be installed)

= All UTP cables should be terminated on a patch panel inside a rack.

®= AL UTP cat 6 outlets should be labeled from both ends (patch panel & face
plate).

= Patch cord cables cat 6 (Imeter & 3 meters) should be labeled.

" Patch cables cat 6 (Imeter & 3 meters) with RJ 45 on both ends should be
provided.

® Bidder should visit the site to estimate the required cabling and outlets. It is
Bidder responsibility to estimate the total lengths off cables and quantity
of passive and active parts

= All AP must have face plate with back box and patch cord 1m into the
ceiling,.

Passive Approved Brand: Nexans, Leviton, Legrand, Panduit
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