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Static Application Security Testing Tool

Software Composition Analysis - SCA

Interactive Application Security Testing Tool - IAST

IR IN =

In| 1| Ion] fon 'E

Application Security Posture Management - ASPM

1.

Static Application Security Testing Tool - SAST
(padicua 0) Clipdaitl doans jult ol oS30 @il SAY (aad 514
:AEY) Aot 21 gi Jatas o B a8 0585 ¢ ey

Apex.
C/C++,
C#.
CUDA.
DART.
Fortran.
Go.
Java.
Javascript.
JSP.
Kotlin.
Objective-C/C++.
PHP.
Python.
Ruby.
Scala.
Swift.
TypeScript.
VB.NET
Support Popular Web Frameworks: JSP, Spring Boot, Structs, ASP.NET Core, ASP.NET
MVC, Angular, React, BootStrap, Express, Flask, Django, Echo and Ruby on Rails.
Support IAC technologies : A1 L gl gl aos
Terraform.
Kubernetes.
Helm.
ELK.
ARM Templates.
AWS CloudFormation.
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Can find complex security issues tracking dataflow of tainted data include Path
Manipulation, XSS, SQLI, 0S Command injection.

Can find security issues covering major Security standards: OWASP Top 10, CWE Sans
25, PCI-DSS, CERT-JAVA.

Can find security issues covering configuration of major web application frameworks.
Can find security issues covering Infrastructure as Code configuration files.
Can find complex quality issues covering resource usage.

Can find complex quality issues covering AP! usage.

Can find quality issues resulting from statistical analysis of developer behavior.

Can find issue with threading implementations including race conditions and
unprotected thread access.

Analysis engine demonstrates low false positive rate across a range of languages and
technologies.

Analysis engine should provide mechanisms to remove systemic false positives.

Analysis engine should provide configuration to control tainted sources for security
analysis.

Can provide comprehensive filtering on found issues example: By Issue type (Security
or Quality), By Vulnerability type (example Cross Site Scripting, SQLI).

Can Provide mechanism to share filtered results across groups and users.

Can provide notifications of filtered results on a scheduled basis or when new results
are added.

Can present issues showing line by line code flow.
Can show remediation help for issues.

Provide triage mechanism to mark False Positives.

Support detection and triage of issues across common code to avoid rework.

Provide audit of triage of issues detailing changes and user responsible.

Support Role Base Access Control of defect classification.




Allow configuration of triage mechanism to add custom information to triage process.

Support aggregation of different scans into a single product, for example frontend and
backend.

Support the segregation of results into subcomponents.
Can automatically assign to the developer who introduced the issue.

Can assign results to owners based on component ownership.
Can escalate issues to issue tracking tools such as Jira.

Solution should integrate into common CI/CD products: Jenkins, GitHub, GitLab and
Azure Devops.

Can import findings from other AST Tools.

Can scan projects with Millions of Lines of Codes.

Can scale to run many scans in parallel.

Can produce reports covering stand+A57:C71s OWASP Top 10.

Has configurable dashboards to present information on tool usage and progress against
Security Standards.

Create custom metrics for dashboards to reflect CAPMAS priorities.
Has REST API to allow extraction if results for further integration.

The server can be installed on all major OS distributions (Linux and Windows).

The server can be installed on major Kubernetes providers (AWS, GCP and Azure).

Analysis should support analysis on:
MacOs.

Linux {64 bit and 32 bit).

Windows (64 bit and 32 bit).

T
e Lo

Server should support authentication via SSOSAML).
Server should support authentication via LDAP.

Server should be able to import user groups via LDAP.
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2, Software Composition Analysis - SCA
(pidds &) daad cilBadatl) of g Julad 3o

* Multi-factor identification of open source, using a range of techniques beyond package
manager declarations, to provide optimal matching accuracy.
In order to build up a complete Bill of Materials {(BOM), only relying on package manager
information is not enough. There are other ways in which open-source components can
be added to a code base, for example including source code directly from e.g. GitHub, or
inctuding 3rd party components which include hidden open source. These situations will
be missed when just relying on package manager information, leading to false negatives.
SCA uses additional techniques like structural (filesystem) analysis and optionally binary
or even code snippet analysis to produce a Bill of Materials that is as complete as
possible.

s o (38aly

Ability to scan Docker containers.

SCA will use structural analysis as well as OS package manager information from Docker
container images. This will give visibility on operating system packages as well as any
middleware and the applications included in the container image.

* Ability to find open source included directly, which has bypassed any existing dependency
mechanism or package manager. This is covered by structural (filesystem) analysis and
optionally binary analysis.

* Ability to "learn” from edits to the BOM, eliminating redundant work for new scans.

By default, changes made to components in the BOM are inherited by other versions of a
project, removing the need to make the same changes for any new version of a project,
for example when selecting a license on a multi-licensed component.

e Ability to see which projects/applications use a particular open-source component,
providing usage visibility across the organization.

Views are available showing all components in use, and from there you can find out
which projects are using them.

OAbilityr to compare the BOMs of different versions of a project, and identify which
components were added, removed, or edited.

Comparisons can be done across project versions, but even across projects. This will show
which components have been added, deleted, upgraded, etc.

¢ Broad language support including all major languages in use today as well as many less
commonly used languages.

Allmajor languages are covered in detail, considering language and package manager
specifics in many cases. Some techniques used in the scanning procty}ﬁ«'J af;gually
language-agnostic, including the structural (filesystem) analysm.ﬁ,;;.f e




Ability to detect Operating System level OSS such as RPM’s, Debs etc. These can all be
analyzed via a structural analysis. Packages installed in Docker containers can also be
identified via the respective package manager.

Ability to detect and group all variants of GPL, which carry same legal rislc as standard
GPL.

All licenses are categorized into license families and one of those is the reciprocal
license family. The GNU GPL license, and all its variants, are in this category. This
categorization is considered with the license risk calculation, combined with the
application's distribution model as well as the way the component is used {example
static vs dynamic linking, development-time only, etc. ).

Ability to automatically generate notices file, based on actual license text {not just
template licenses) for inclusion in product documentation, saving days or weeks of
manual collation.

A notices file can be generated with a press of a button (or via the REST APl) and
includes things like component and version, license and actual license text,

attribution statements and copyrights. For template licenses like MIT and BSD, the
copyright statements are included in most cases.

Ability to display license text, eliminating need for users to find it themselves.
The actual license text for the specific license {even unique variants) are shown in the
tool, so not just links.

Correctly identifies components that are dual-licensed, often commercial and open
source, and allow user to choose appropriate license.

The SCA knowledgebase contains all licenses for components, so there can be
multiple licenses for a specific component version. For a multi-licensed component,
a user with the right permissions can choose which license should be used.

Ability to dynamically show license risk relative to the deployment model of the
application {(internal, external, SaaSs).

The distribution (deployment) model of the application is considered when calculating

license risk. So, for example a GNU GPL license W|lt be a high risk for an ex

/}ﬁ“’

distributed application, but no/low risk for an mternally used applicatighi+/ ’
; 3’2
‘4

oy

v, g

%ﬁfj

+ Ability to see which components use a specific license.

A license view, showing all licenses in use across 4ll co
available.

Ability to create custom licenses, for example 3rd party or commercial licenses.

Custom licenses can be created, with their own text, license family, terms, etc..




* Ability to alert on vulnerabilities same day of disclosure, minimizing the time window
open to hackers.

Must use many vulnerability feeds, so the coverage is much more than just the
National Vulnerability Database tools and processes in place to continuously monitor
all of those feeds. A newly published vulnerability is immediately picked up, and the
goalis to have a (first) analysis done within four hours. That means that the results of
that analysis are typically available the same day of publication we get notifications.

Ability to see Common Weakness Enumerator (CWE) information for individual
vulnerabilities, to support prioritization.

Alt vulnerabilities in the SCA knowledgebase use the CWE taxonomy for classification.
Availability of vulnerabilities not listed in the NVD and actionable data; providing more
coverage of vulnerabilities, recommended remediation, existence of exploits, attack

vector, etc., reducing time to triage and remediate vulnerabilities.

The range of sources for vulnerability information is far broader than justthe NVD. The
results of the vulnerability analysis that the security research team does are captured
in SCA Security Advisories). This provides all the information mentioned and more, and
this will help speed up impact analysis and remediation activities, as it removes the
need to find and filter relevant information on specific vulnerabilities by the
development and/or security teams.

High data quality, with component versions correctly mapped to vulnerabilities,
to ensure true vulnerabilities are being addressed without being distracted by false
vulnerabilities.

Guidance on which newer version of an open-source component would eliminate
known vulnerabilities. Provide alternatives to upgrading where appropriate.

The tool provides both short-term as well as long-term upgrade guidance. Short-term

typically means staying within the same major version range, thereby reducing therisk

of breaking dependencies. And Long-term would be the latest version without
ulnerabllltle,s -

‘,,, Abllltyéo défe policies both at the global level and for individual projects.
Ey [

5 “""‘”"‘“\‘\
. rﬁ e advice would be to define global policies where possible, but if needed policies
| %S 1\"’ h be made specific for (a set of) project(s) or based on project characteristics.
! **?f f

Sy a}(blhty to override policy violations and add comment citing reason for the override.
ké{‘:m»)

¢ Ability for policy violations to trigger events in build tools, ticketing system, etc..

Ability to define policies broadly (example applies to all reciprocal licenses), or at
a very granular level. (example applies only to components with Mozilla license).

Integration source code and executable available for free on GitHub.
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Integration across the SDLC, including IDE, source control, Cl, build tools, binary repo,
ticketing system, and security dashboards.

RESTful APl is available to allow for custom integration into DevOps and security
ecosystem.

Ability to scan containers, including OS layer, installed libraries, and applications.

OpenShift/Kubernetes Integration providing automated container image scanning at
scale.

Out of box PDF reports for bill of materials and license notices file.

Separate reporting database accessible by Excel or existing Business Intelligence
tools supporting SQL queries.

Ability to report across projects.

Cross-project views are available in the tool itself and next to that cross-project
reporting can also be done via the reporting database and is typically used for high-
level overview reporting or dashboards. The REST APl is another option in case details
need to be extracted.

Support for maintaining results locally (not in cloud), making sure no one (not even the
vendor) has access to our bill of materials, vulnerabilities, and other risks.

Hori'zontally scalable to thousands of projects and applications.
Ability to be configured for high availability, fail-over, and load balancing.
Support for Docker container deployment.

Support for Security Assertion Markup Language (SAML) authentication protocol,
enabling Multi-Factor Authentication (MFA) and Single Sign-On (SSO).

Ability to automatically create and synchronize user groups from identity providers
(IDP) via SAML.

]




3. Interactive Application Security Testing Tool - IAST
((paddeia 0 ) daad clipdailt e\l ey el skl Gaad 514
Can confirm findings detected by passive observation with active requests to eliminate false
positives. ¢ Al Galladll (38l O g

v & n

¢ Can provide code snippets and a short description of detected vulnerabilities.

Allows custom definitions of sensitive data through parameter name patterns and data
values allowing detection of data leakage or other inappropriate handling of sensitive
data (e.g. social security numbers, credit cards numbers, passwords, or any user-
defined data).

Can analyze data flow across multiple processes or services, even across multiple
machines VMs or containers, in distributed or microservices architectures.

Provides information about the actual path of the vulnerable components.

Provides built-in integration for Application Security eLearning to provide contextual
application security training tailored to findings.

* Provides license risk reports for any OSS components used in the application.

Provides a security risk report for any OSS components used in the application.

Provides remediation guidance for any vulnerable OSS components used in the
application'.

Ability to detects unsafe data in incoming WebSocket messages.

Ability to automatically discover untested endpoint using OpenAPl definition
(swagger).

Ability to automatically discover untested endpoint using GraphQL definition
(introspection).

Allows end user to define customized sanitizer and validator to improve accuracy.
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Support the following languages:

= Java

= Groovy
* Scala

" Gosu

* Clojure

NET
.NET core

" Golang

= NodelS

= ColdFusion
= PHP

AWS lambda and Azure Functions.

OWASP 2013 dashboard.

OWASP 2017 dashboard.

PCI-DSS v3.2.1 dashboard.

CWE/SANS dashboard.

GDPR/CAPEC dashboatrd.

Allows masking of sensitive data in findings via customizable patterns.

Provides URL coverage and coverage percentage to show current risk and coverage
and help improve future coverage.

Provides a visual map of data flow between test targets and external resources uses by
those targets such as databases, external web services etc..

Differentiates between proprietary code written in-house {direct or indirectly called)
and OSS/library/3rd party code.

* Provides recommended policies to guide the user in prioritizing vulnerabilities to
establish an SLA.

ri
i i . }
Pratlaing < W/’J
37k o P "Vides an application risk profile in terms of end point URLs and/or AP] endpoints.

[

G\

AR
&“«3 Jﬁ server must be installed on all major OS distributions (including Mac, Linux and
\ m&:%l‘j indows):

* Allows remote update of agents.
* Allows remote monitoring of agent status.
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Provides remote diagnostic dump from the server Ul including logs from agents for
ease of troubleshooting.

* Allows customizable welcome message for the server UL.

* Allows the user to define customizable templates for project settings that can be used
and reused for quick, repeatable enterprise deployment.

* Provides built-in support for database backup and restore.

* Ability to pause/resume agent remotely without interrupting application-under-test.

Application Security Posture Management - ASPM
(piddea 0 ) danl cliphaill AdY) Jiladll (e 4 glala

* The tool must be capable of automatically integrating with more than 120 security

tools from various vendors.

W Laiadl) (giay

¢ The solution must support deployment in a fully offline (e.g., airgap) deployment
without direct Internet access. Please provide detailed evidence and explanations

on how the requirement is met.

¢ The solution must be able to provide centralized capability to onboard Users
to developers’ feedback Platform and all other Application Security
Testing Services as required. Please provide detailed evidence and explanations on
how the requirement will be met.

* The solution must be able to integrate with SaaS versions of the above testing tool.
Describe the nature of the integration of the SAAS Services (example

library, APl, Web services etc.). Please provide detailed evidence and explanations on
how the requirements will be met. - Junit - SonarQube - Selenium - Fortify - WebInspect
- Atom software - Tenable.io - Black Duck Saas.

¢ The solution must use interfaces built on industry standards (example HTMLS5) and
avoid using third-party add-ons (example Adobe Flash, Oracle Java, etc.). Please
provide detailted evidence and explanations on how the requirement is met.

* Ability to generate compliance reports/dashboard for OWASP, NIST etc....

* The ability to provide policies based on specific conditions be specified for findings to
raise an alarm.

e JI itlab/ServiceNow/ADO ITS tickets can be generated by the solution from a
viling, with configurable details about the finding.

s The gﬁeriod can be defined before raising an alarm on those conditions.

ITS ticket status changes propagate to the solution.

s The [TS tickets can be generated based on violation of a policy.
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The user can have quick access to training material relevant to a specific finding.

Provides remediation guidance for vulnerabilities.

Provides risk scoring for vulnerabilities.

Has both a Ul and API workflow.

Can integrate IAST, SAST, SCA, pen testing, and manual review.

Policy driven.

Ruleset configuration and modification.

Smart triage assistance.

Automatically selects the best available AppSec tools for your codebase.

Automatic correlation and de-duplication.

Vulnerability Management at branch-level.

RBAC restrictions.

De-duplication of similar assets and/or vulnerabilities.

Shows where the vulnerability is on the stack.

Ability to filter by detection date of vulnerabilities and Cl (example > 30 Days).

Ability to identify vulnerabilities where CVE ID is missing.

Tier information of the vulnerabilities and Cls needs to be visible (where it sits - tier 0,
1, etc.).

The abtllty to classify vulnerabilities to show whether jt is potential or confirmed.

] Z ‘-%D *

.j-"‘ -».@&/bl

%o 1 B the business service.

y to classify the Cl and vulnerabiljties based on the application(s) that is running

¢ Visualize Zero Day vulnerabilities.




Ability to visualize exploitability.

¢ Ability to build a Knowledge Base with recommendations and integrate those
recommendations into the tickets.

Visibility of the vulnerabilities with planned actions.

Generate vulnerability reports.

Generate patch reports.

Generate asset reports.

Generate executive scorecard reports.

Generate restriction reports.

Generate customized patch reports.

Generate mitigation details of reports.

Use API to fetch the data specific to Vulnerabilities and Assets.

The solution shall aggregate results from all the above solutions (SAST, SCA, JAST)
proposed by the bidder.

The solution should aggregate results from as many solutions as possible and offer an
easy way to integrate with solutions not supported out of the box, and with findings
from human-driven testing (penetration testing, etc.).

The solution shall correlate results originating from various application security
scanners when possible.

The solution should provide a centralized view.

The solution shall help prioritize vuln‘erabilities, leveraging past triages and relying on
standards such as NIST, PCI, HIPAA, DISA, OWASP Top 10, and more.

The solution should allow tracking of remediation in a system of record to better
manage accoum;ablllty and integrate with Azure Devops CI/CD.
\ i

¥He-solution should provide a central risk view for all applications and provide

#hboard to monitor security posture evolution overtime.

,.? ‘
»’i‘ hé solution should integrate with the following solutions (SAST, SCA, IAST, DAST) to
e }m{“ ;,,,srim scans on demand.

¢ The solution should consolidate reports from all solutions based on project.
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