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2MP Outdoor Bullet Fixed IssalS qusyig ajgi asmlly |
: 4890 clial gally camera

- 2MP resolution, 2.8-8 mm varifocal lens ,True
Day/Night (TDN) wih IR , WDR , PoE, Weather
proof , IK10, IP66, IP67, IP68, IP69K, Type 4X

Jaly UTP-CAT6 <ol pualsll zoda didl Jde Jasag
el Gldligu Jdag malsll GlSa e iy PVC il g
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2MP Outdoor Bullet Fixed |ssalS oS igaq giaaally| ¥
: AY) ciliia) galls camera

- 2MP resolution, 2.8-12 mm varifocal lens ,True
Day/Night (TDN) wih IR , WDR , PoE, Weather
proof , IK10, IP66/67
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Outdoor IP66 2MP PTZ IsmlS cuSjiy dpsi aally| ¢
- 148y ciliia) galls Camera,

12 x digital zoom, 30X optical zoom, Day/night
operation with IR cut filter, Up to 2MP resolution
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: 4591 cliual gally Panoramic camera 1slS quS g 498 asally | 0
Up to 12 Megapixel resolution -
Autofocus motorized remote zoom lens -
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2MP Vandal Dome Fixed !stelS s yigayghiaally| 1
- 1Ay cilial gally Camera,
- 2MP resolution, 3-9 mm varifocal lens ,True
il le Jasag Day/Night (TDN) wih IR , WDR , PoE
O dldg PVC sl 3 312 UTP-CAT6 <Ol palsl 7 3
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-Operating System: windows server 2019 or
_ latest

Memory Up to 16GB & Processor: Intel®

Xeon® Silver 4210 or latest
SSD 24/7 Duty Cycle Drives -
Redundant Power -
Recording Throughput up to 700Mbps -
Support H.265, H.264, MPEG4, MJPEG -
Intelligent motion search -
Hard disk up to 140TB Per Server -
Support OS RAID 1; Data RAID 6 -
With 25% Capacity
» 25 Video storage for 30 days as storage and VMS
FPS, +. 10% Spare, CCTV Software licenses
including all necessary licenses to operate the
system without any annual subscriptions
It must (Camera, Server or NVR, License) from the
same brand (End to End Solution)
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L3 Ethernet Switch with 24*1G/10G BASE- -
X SFP Plus
Ports Forwarding to 536 Mbps -
Port Switching capacity: up to 720 Gbps -
BOX Switching capacity: up to 1.44 Thps -
Stacking -
with Redundancy -
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Base T PoE+ RJ 45 ports Y+ ++/Y e o/V e x Y¢ -
Uplink Port: 4 SFP -

Forwarding Throughput up to 42 Mbps -

Port Switching capacity: up to 56 Gbps -

BOX Switching capacity: up to 336 Gbps -
Stacking -
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Joystick for PTZ camera's cuS g 58 aally
3D Mouse With Joystick for PTZ camera's

AR

KRR

= HDMI 4ag: Y LED 24/7 ddld qus 5ig 468 daally
‘ Resolution: 4K s ¢
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Uplink Port: 4 SFP -

Forwarding Throughput up to 42 Mbps -
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BOX Switching capacity: up to 336 Gbps -
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General Specs for Security Systems

1. CCTV System:-

1.1 Outdoor Bullet Camera (2 Mega Resolution)

e Imaging device: 1/2.8-inch with imager type: CMOS & Imager: Progressive Scan
e Upto 2 MP Resolution at 25 images per second 2.8-8 mm
e Autofocus motorized remote zoom lens
e Upto 130 dB Wide Dynamic Range
e H.265, H.264, and MJPEG Video Encoding
e Robust Electronic Image Stabilization
e Power Redundancy Between PoE+ to 12 VDC /24 VAC
e Built-in Analytics Motion Detection, Object Counting, Loitering Detection and Camera Sabotage
o Advanced Low Light: Color:0.0125Iux/33ms / Mono: 0.0025lux/33ms and
Mono (IR on): 0.0lux
e IR Illumination up to 40 Meters
e Supported Protocols TCP/IP, UDP/IP (Unicast, Multicast IGMP)
e ONVIF Profile S, Profile G, Profile Q, and Profile T conformant
e Operating temperature up to 60°C
e JP66, IP67, IPGS, IP6IK, Type 4X
e K10 Rated Vandal Resistant

1.2 PTZ Camera (2 Mega Resolution)

e Imaging device: 1/2.8-inch inch with imager type: CMOS

e Optical Zoom: 30X & Digital Zoom: 12X

e Lens: {/1.6 ~ /4.7, focal length 4.3 mm (wide) ~ 129.0 mm (tele)
Up to FFull HD 1080p and up to 60 Images per Second (ips)
H.264, and MJPEG Video Encoding

130 dB Wide Dynamic Range (WDR)

Advanced Low Light Down to 0.03 LUX

3D Noise Filtering

e [Electronic Image Stabilization (EIS)

e IR Cut Filter

e Backlight Compensation

e Built-in Analytics Auto tracker, Camera Sabotage, Object counting, Object Removal
e Supported Protocols TCP/IP, UDP/IP (Unicast, Multicast IGMP)
e Power over Ethernet (PoE and PoE+), 24 VAC, 24 VDC

e Type 4X and IP66

A .\J/j — 7 “



1.3 Outdoor Bullet Camera (2 Mega Resolution) / Parking

e Imaging device: 1/2.8-inch with imager type: CMOS & Imager: Progressive Scan
e Up to 2 MP Resolution at 25 images per second 2.8 to 12 mm

e Autofocus motorized remote zoom lens

e Upto 120 dB Wide Dynamic Range

o H.265, H.264, and MJPEG Video Encoding

e 24 VAC, 12 VDC, IEEE802.3af (PoE) or IEEE802.at (PoE+)

e Built-in Analytics Motion Detection and Camera Sabotage

e Supported Protocols TCP/IP, UDP/IP (Unicast, Multicast IGMP)
e ONVIF Profile S, Profile G, Profile Q, and Profile T conformant
e IR Illumination up to 50 Meters

e Operating temperature up to 60°C

e P66, IP67

e JK10 Rated Vandal Resistant

1.4 Vandal Dome Camera (2 Mega Resolution)

e Imaging device: 1/2.9-inch with imager type: CMOS & Imager: Progressive Scan
e Upto 2 MP Resolution at 30 images per second 3 to 9 mm

e Autofocus motorized remote zoom lens

e True Wide Dynamic Range

e H.265, H.264, and MJPEG Video Encoding

e Built-in IR illumination up to 30 M

e Operating temperature up to 60°C

o P66

o IKI10 Rated Vandal Resistant

1.5 Panorama Camera) / Parking

e The IP Panoramic outdoor multi-sensor camera

e Imaging device: 1/3.2 inch with imager type: CMOS & Imager: Progressive Scan
e Autofocus motorized remote zoom lens

e Upto 120 dB Wide Dynamic Range

e Support H.264 Main, High, MJPEG video encoding

e Built-in Analytics Motion Detection and Camera Sabotage

e Supported Protocols TCP/IP, UDP/IP (Unicast, Multicast IGMP)

e ONVIF Profile S, Profile G, Profile Q, and Profile T conformant

e Operating temperature up to 50°C



1.6 Video Management & Video Storage

Operating System: windows server 2019 or latest

Processor: Intel® Xeon® Silver 4210 or latest & Memory Up to 32GB
SSD 24/7 Duty Cycle Drives

Windows based for easy setup and maintenance

Independent scalability, unlimited number of cameras, users.
Redundant Power

Recording Throughput up to 700Mbps

e Hard disk up to 140TB Per Server

e Support H.265, H.264, MPEG4, MJPEG

e Recording Parameters are full resolution 25FPS and 30days + 20% Spare
e Recording on continuous 24-hours basis

e Storage Support RAID6

e Ability to encrypt exports

1.7 Workstation

e Processor: intel core i7 at least

e Operating System: Microsoft Windows 11 Enterprise 64 bit
o RAM: 16GB

e SSD: 512GB for Operating System.

e Video Outputs: Display port & HDMI

e Graphics 8GB memory dedicated

e Networking 1x Gigabit Ethernet

1.8 43” LED Monitor:

o Provide 43” LED Monitor
e Resolution: 4K

e Operation: 24/7

e DVI/HDMI

e Aspect Ratio: (16:9)

e Contrast ratio: 1200:1

e Backlight Type: LED
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1.9 Access Switch:

Feature

Access switch

Hardware Specifications

10/100/1000 Base-T port

24 PoE+ Ports

Uplink Port 4 SFP

Port Switching Capacity 56Gbps
Forwarding throughput (64-byte) 42Mpps

Box Switching Capacity 336Gbps

CPU min 800MHz
Flash/SDRAM min 256MB/512MB
Latency (64byte/us) GE: < 5us

Stacking

Distributed device management
Distributed link aggregation

Distributed resilient routing

Stacking through standard Ethernet ports

Stacking Num 9 switches

PoE budget min 370W

Normal Operating temperature -5°C~ 50°C

Management CLI, Web Ul, Telnet, and console port
Software Specifications

VLAN VLAN ID range min 4K

port-based VLAN
MAC-based VLAN
protocol-based VLAN
QinQ

MAC filter

Ethernet link aggregation

static aggregation

dynamic aggregation

LACP (Link Aggregation Control Protocol)
S-MLAG (Simple multichassis link aggregation)

IP Services

DHCP Server/relay agent/client/snooping,
-DHCPv6 Server/relay
agent/client/snooping/guard

Routing

Static routing, RIP, OSPF

IPv6 static routing, RIPng, OSPFv3

IPv4/1Pv6 dual stack

Pingv6, Telnetv6, FTPv6, TFTPv6, DNSv6, ICMPV6




Feature Access switch

Multicast PIM snooping

IGMP Snooping
Multicast VLAN
IPv6 PIM snooping
MLD Snooping

IPv6 Multicast VLAN

ACL/QoS Diff-Serv QoS

Eight queues on a port

Flexible queue scheduling algorithms including
SP+WRR

Security 802.1X authentication

Portal authentication

MAC authentication

Web authentication

Layer 2 ring network protocol STP/RSTP/MSTP/PVST/PVST+
STP Root Protection

1.10 Core Switch:

Feature Core Switch

Hardware Specifications :

Ports L3 Ethernet Switch with 24*1G/10G BASE-X SFP
Plus

Port switching capacity 720Gbps

Packet forwarding rate 536Mpps

Box switching capacity 1.44Tbps

CPU 1.6GHz

Flash/SDRAM 1GB/2GB

Buffer 3M

Stacking Distributed device management

Distributed link aggregation

Distributed resilient routing

Stacking through standard Ethernet ports

LACP-, BFD-, and ARP-based multi-active detection

(MAD)
Stacking Num 9 switches
Normal Operating temperature 02C to 45°C
Management CLI, Telnet, and console port




Feature

Core Switch

Software Specifications

VLAN

VLAN ID range 0 to 4095(Total 4096)
port-based VLAN

MAC-based VLAN

protocol-based VLAN

QinQ

MAC filter

Port isolation

IEEE 802.3x flow control (full duplex)

Ethernet link aggregation

static aggregation

dynamic aggregation

LACP (Link Aggregation Control Protocol)
S-MLAG (Simple multichassis link aggregation)
M-LAG(Multichassis Link Aggregation)

IP Services

Static/Dynamic/Gratuitous/proxy ARP

ARP snooping/fast-reply/direct route
advertisement/ping

ARP attack detection

ARP source suppression

Ping, Tracert

DHCP(Dynamic Host Configuration Protocol)
DHCP Server/relay agent/client/snooping
DHCP Option 43, Option 82, and Option 184

Routing

Static routing, RIP, OSPF, IS-IS, and BGP

IPv6 static routing, RIPng, OSPFv3, IS-ISv6, and
BGP4+

IPv4/IPv6 dual stack

IPv4/IPv6 PBR(Policy-based routing)

IPv4/IPv6 Routing policy
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Feature Core Switch

Multicast PIM-DM, PIM-SM, PIM-SSM, and Any-RP
PIM snooping

MSDP(Multicast Source Discovery Protocol)
IGMPv1/IGMPv2/IGMPv3

IGMP proxying

IGMP Snooping

IGMP snooping proxying

IGMP Filter and IGMP Fast leave
Multicast routing and forwarding
Multicast VLAN

ACL/QoS ACL(Access Control List)

Advanced ACL

User-defined ACL

Ingress and Egress ACL

Ingress/Egress CAR

Diff-Serv QoS

Flexible queue scheduling algorithms including SP,
WRR, SP+WRR

Traffic shaping

Traffic redirecting

Layer 2 to Layer 4 packet filtering

Security AAA(Authentication, Authorization, and
Accounting)

RADIUS(Remote Authentication Dial-In User
Service)

TACACS(Terminal Access Controller Access Control
System)

802.1X authentication

Portal authentication

MAC authentication

Web authentication

Port security

IP/Port/MAC binding

SSH1.x and SSH2.0(Secure Shell)

SSL(Secure Sockets Layer)

HTTPs

TCP attack prevention

IPSG(IP source guard)

MACsec(Media Access Control Security) with
MACsec card

2
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Approved List

Only the production of the following vendor shall be accepted:

Cameras & NVRS:

1- AXIS

2- Pelco

3- Avigilon

4- BOSCH (Europe Version)
5- MOBOTIX

6- Approved equal
Switches:

1- H3C

2- CISCO
Monitors:

1- Philips

2- SAMSUNG

3-LG
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