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[95]

TENDER ITEMS

5 BUSINESS DESKTOP CORE 15 13GEN AT LEAST /AMD  (QTY 3000) 1
6 MONITOR 217  (QTY 3000)2.

7----BUSINESS LAPTOP CORE 15 13GEN AT LEAST OR/AMD APPROVED EQUAL (QTY 1000) 3.
8---- BUSINESS LAPTOP CORE 17 13GEN AT LEAST OR/AMD APPROVED EQUAL (QTY 4100) 4.

9 A4 B/W PRINTER  (QTY 500)5.
10 A3 SCANNER ADF (QTY 200)6.
11 A4 SCANNER ADF (QTY 500)7.
12 A4 SCANNER ADF (QTY 1000) 8.
13 RECEIPT PRINTER  (QTY 300)9.
[ p—— (A2 Al 4000 225) 81 pAd) GiilSe Gl £LA) - Ui all g el aSlaal) cilSed JlaSiad 10,
14 EDGE SWITCH 24 PORT WITH SFP+ QTY (65)
14 EDGE SWITCH 24 PORT WITHOUT SFP+ QTY (65)
15 (QTY 176) 4l i8¥) Jaadidll 43 ) VMWARE  11.
[ J— 409 A 49 o As ) ga Akl 1300 20 dpudad Claglea Al LAy S Ay 2 12,
15 EDGE SWITCH 24 PORT QTY (55)
[ JE— () b el A gal) Cpal s g cilpneat iSa - ad ) 42T (e SIS 0 jgal pe 313
16 CISCO RENEWAL
16 14- SOLID STATE DRIVE — INTERNAL FOR DESKTOP (QTY 1000)
16 DELL 3090 (QTY 1000) 15- RAM FOR DESKTOP
[y — e 251 2000 S 315 59 Aritall aSlaal) da ghiiag 4y slhaal) ciliswail) g cdbail Ldi _16
18 Jad) o) 59 — Basaadl daalall ciliLy S yal dyidall aSlaal) adal Jii dadd apali 17
22 i i 3 Jamd) 0 ) 59 — (Alalll cila glaal) 38 pal dpbiad ciladdl) anadi 18
22 Saell 5 ) g Aladll Cila sleal] S po Clily S pol Jiidill g  Aidl] acal) Clads anmdi
Aisla pa Jalsil) - (5 gLl AU - 48Sal) - da gall Adal) - ciladUaal) - slaall) cilfuail cdlaeil) g il ae Al Ciledd aya85 .19
34 Jad ol — (lalgdd) Jlaal
37 (45 252 500) Jard) 5159 — ( anall da glaiay 4y gllaal) lipeuadl) g cDaadl) LE5 220
39 (8536 ) Aalad) ALl il glaa 81 jad Juiedidl] g (ALl acal) ciladd apa 221
) dalad) ALll Jaadiil) cila i Jaldi & g L) adad Sl il jlal) Basmtia cilaglall Lddl) acal) g dilpal) el anali 222
46 (A-412
) Acalad) ALill Jaadal) cila jlinia g Jbad) adad Jald e CilS jlal) Basmiae 43 gudal) Cilauilall A8l s al) g Alual) dadd anafi 223
48 (412
) Aealad) ALll Jaadal) cila i Jaldip 9 L) adad Jald cilS jlal) Badnia p guail) ciliSlal dl) acal) g diluall dasd agaii 24
50 (<12
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Tender Items

# | Descriptions Qty
1 Business Desktop Core i5 13Gen at least /AMD 3000
2 Monitor 21” 3000
3 Business laptop Core i5 13Gen at least OR / AMD Approved Equal 1000
4 Business laptop Core i7 13Gen at least OR / AMD Approved Equal 4100
5 | A4 B/W Printer with Extra High Toner for each printer 500
6 A3 Scanner ADF 200
7 A4 Scanner ADF 70 ppm 500
8 A4 Scanner ADF 40ppm 1000
9 Receipt Printer 300
10 | il culSud o L) - oyl g e Ll aSlaall il JlaSi) (480 4dais 4000 222 ) ¢l sl 1
11 VMware 4ual ) Jddll jaa | 176
12 e ) 5a ddadi 1300 23] Al Dl glae aSed LA 5 S 5 058 4 ) 4 49 e 1
13 (Dbl adad Jaliz) A gall gl (5 lipaai (iSa ad ) 2T e Sl 0 jeal aed 1
Cisco Renewal
14 | HDD SSD 256GB for Desktop 1000
15 | RAM 8GB for Desktop Dell 3090 1000
16 Jee 2522000 Janll o)) ) 50 Ainall aSlaall da slaiay 4 slaall Cilipadll § 3223 1% 1
17 pa) Aacalall cilily Syl Jaall o) 55 — dginall aSlaall gpudai Ji3 Aadd g | 1
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1. Business Desktop Core i5 13Gen at least / AMD __(QTY 3000)

e Category Business

e Processor Intel Core i5 13Gen at least OR / AMD Approved Equal

e Memory 16 GB DDR4 at least

e Chipset Specify

e Storage 512GB SSD

e Graphic Card Integrated

e PCI Slot Specify

e Port Specify

. Accessories (Same Brand) USB Keyboard Arabic letters, USB
Mouse.

e Operating system No O/S

e Warranty 3 Years including all parts

o sl s )58 3 8l o 5 pala deliay

09 o A gliial) pa JalSil) g dalle Arac 93 3 3g2Y) (0S5 O quag
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2. Monitor21” (OTY 3000)

e Screen Size 21"

o Aspect Ratio 16:9

« Brightness 200 cd/nt

e Resolution 1,920 x 1,080

e Color 16.7M

« Response Time (ms) 5ms (GTG)

o Viewing Angle (H/V) 178°/178°

o Port compatible with delivered PC

o Accessories Power & Signal Cables

o Warranty 3 Years including all parts

o gl s N6 s J8l ¢ 5 pala deliay
Preferable local manufacturing

09 (2 A liial) pa JalSil) g dpalle drac 93 3 3g2Y) (0S5 O quag
dalad) 4030 g Sl

A (1 lgole A88) gall (uilall Alla ) Ale anai 3 ) gall o i
dalad) 40LY o) Jaadh o039
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3. Business laptop Core i5 13Gen at least OR / AMD Approved
Equal (QTY 1000)

o Category Business

e Processor Intel Core i5 13Gen at least OR / AMD Approved Equal

e Memory 8 GB DDR4 at least

e RAM Upgradability  up to 32 GB

e Chipset Specify

e Storage 512GB SSD

e Display 14 " or 15.6"

e Graphics Integrated

10/100/1000 Ethernet

e Communication Wireless
Bluetooth
e Finger Print NO
e Ports Specify
 Battery Specify working hours and the number of cells
e Input Keyboard & Touch pad

Carrying case

Same Brand Carrying Case original — provide P/N

- The winner bidder should provide sample to approved

Operating system

NO O/S

Warranty

3 Years including all parts

)5l Bae

Jﬁ)}f\'&d,ng\ }\DH\A:&GLA.’

dalad) 4Ll g Jamdh o) 59 (o da gliiall pa JulSil) g dsalle daaw 938 3gaY) (SE O o

dalad) Ll g Jaadl o0 59 YA (e Lgole 488) gall (k) Al ) die apali 3 ) gall Ao quay
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4. Business laptop Core i7 13Gen at least OR / AMD Approved
Equal (QTY 4100)

o Category Business
e Processor Intel Core i7 13Gen at least OR / AMD Approved Equal
e Memory 16 GB DDR4 at least

e RAM Upgradability  up to 32 GB

e Chipset Specify

e Storage 512GB SSD
e Display 14 " or 15.6"
e Graphics Integrated

10/100/1000 Ethernet

e Communication Wireless
Bluetooth
e Finger Print NO
e Ports Specify
 Battery Specify working hours and the number of cells
e Input Keyboard & Touch pad

Same Brand Carrying Case original — provide P/N
e Carrying case ying J P

- The winner bidder should provide sample to approved

e Operating system NO O/S

e Warranty 3 Years including all parts

Aalad) ALl 5 Jand) o) g (8 A plalal) ae JalSil) g Aralle Arac 533 3231 (1685 O

dalad) 4Ll g Jaad) o) 5 oINA (e Lgule A3 gall (cullal) Adla B) A a3 gal) o Gy
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5. A4 B/W Printer

(Qty_500)

With Extra High Toner for each printer

e Technology Laser or Led
e Type Duplex, Network
e Speed 40 ppm — A4

1 st Page Print out

As fast as10 sec.

Duty Cycle

From 50,000 to 80,000 Page per Month

Paper Handling -
Input

250 Sheet min.

print resolution

600 dpi

Starter Toners

Specify yield of all starter toners

Consumables

Specify Part Numbers of all and any
consumables that have a specified life-time
according to the detailed product data sheet (Not

only Toners)

Connectivity

Network, USB 2.0 at least

Warranty

3 Years including all parts

09 (2 A gliial) pa JalSil) g dpalle Arac 93 5 3gaY) (9SS O quag

dalal) L1 g Jard)

A (1 lgole A88) gall (uilall Alla ) Ale ana 3 ) gall o i
dalad) 4003 g) Jaadh o0 3
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6. A3 Scanner ADF (Qty 200)

e Scanner type ADF

e Image Sensor Type Specify

e Light Source LED

o Size A3

e ADF capacity 100 Sheets
e ADF Speed (ppm) 60 ppm

e ADF Scan Area - Max. Long Scanning Specify
e ADF Paper Path Specify

e Scan Speed (Color) Specify

e Optical Resolution 600 dpi

e Duty cycle (Daily) 18000 Page

e Interface Hi-Speed USB 2.0 and USB 3.0
o Compatibility Windows
e Software driver TWAIN and ISIS

Scan Format

PDF, JPG, searchable PDF file

Warranty

3 Years including spare parts

3ae 2y ) 5l

%JJSEM&\}‘SPBZ\LL'A.}

Country of origin

Specify

Aalad) ALl g Jand) o) 3 (B Aa glaiall ae JalSill g Apalle Aaan 93 5 3gaY) (1685 O
dalad) Ll ) Jaadl 0059 A (e Lgle 488) gall (uihall Alla 8) Ao anai 3 ) gall o cang
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7. A4 Scanner ADF (OQty 500)

o Feeder ADF

e Scanning Technology Specify

e ADF capacity 80 sheets at least of 80 g/m2— A4 paper
e Scan Speed (ppm) 70 ppm

e Optical Resolution 600 dpi

o Connecitvity USB 3.0

e Duty cycle (Daily) 4000 per day

e Duplex Yes

e Driver ISIS/TWIN

e Warranty 3 Years including spare parts
o sillin 5830 JB 5l 8 uala deliay

e Country of origin Specify

09 (2 A liial) pa JalSil) g dpalle drac 93 3 3g2Y) (0S5 O quag
dalad) 450030 g Jand)

A (1 lgole A88) gall (uilall Alla ) Ale anai 3 ) gall o i
dalad) ALt g Samd) 5 )5 g
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. A4 Scanner ADF (Oty 1000)

Feeder ADF
Scanning _
Specify
Technology
ADF capacity 50 sheets at least of 80 g/m2 — A4 paper

Scan Speed (ppm)

40 ppm at least

Optical Resolution

600 dpi

Connecitvity

USB 3.0

Duty cycle (Daily)

4000 per day

Duplex yes

Driver ISIS/TWIN

Warranty 3 Years including spare parts
35l 3aa 35830 JB 5 pualas deliay

Country of origin

Specify

09 (o A gliial) pa JalSil) g dpalle drac 93 3 3gaY) (0S5 O quag
dalad) 4030 g Sl

A (1 lgole A88) gall (uilall Alla ) Ale anai 3 ) gall o i
dalad) 4L o Jaad o) 59
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9. Receipt Printer (Qty 300)
With Extra Label for each printer( Provide Part number)

e Print method Direct Thermal

¢ Dot density 203 dpi x 203 dpi.

e Print speed Max 200mm/s.

e Print width (80mm paper width) 72mm £0.5mm.

e Fonts 12x24 (Font A), 9x17 (Font B)

e Column capacit 80mm aper
pacity bap 48 (Font A), 64 (Font B)

width)
e Character size 1.25x3 mm (Font A), 0.88x2.
e Connectivity USB
o \Warranty 3 Years including spare parts
o 3,5l Bae 25383 Jil 5l 5 juals deliay

e Country of origin( Japan-Europe-

Specify
USA-Korea)

Jaxd) 05155 (o da slaial) aa JalSill g Aralle daac 933 3gaY) 0985 O cea
Jaat o) 39 A (e Lgale A88) gall (llal) Alla 8) die apals 3 gal) o i
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10. (ASdi Akibi 4000 220) &) i) ilSa ol pLA) - i gl g e Ll aSlaal) clSad Jlasil

Cat.6ACLS aladiuly dpulas claglea 484 JLEA 5 oS g 2y 1-10

dudadi)l Oliol goll dde
Faceplate double wall mounted with one RJ45 Module 4000
Patch panel 24 port 130
Patch cords (1m) 4000
Patch cords ( 3m) 4000
Rack 12u 130
plastic ducts for exposed Face Plate dolaol) Ly @l
Fiber cables MM with all accessories needed (Odf — patch 33
cordes — etc...)
printed labels on Face Plate and Fluke testing

Edge Switch aladduly daulad cilaslas 4808 JL33) 5 S iy 2,58 2-10

Edge Switch 24 port with SFP+ Oty (65)

Number and speed
of primary ports

1. 24 x 1G Base — T ports, auto-sensing switched
ports

2. 2x10G ports MM SFP+ uplink ports with SFP's

3. All uplink connection must be connected to
optical fiber ports

Management

Managed via CLI, SSH, GUI web based (HTTP& HTTPS),
SNMPv2, and SNMPv3 and RMON protocols.

Edge Switch 24 port without SFP+ Oty (65)

Number and speed
of primary ports

1. 24 x 1G Base — T ports, auto-sensing switched
ports

Management

Managed via CLI, SSH, GUI web based (HTTP& HTTPS),
SNMPv2, and SNMPv3 and RMON protocols.

St o) 39 o A shiial) aa JalSill g dsalle daan 538 3¢ (1685 o) quag
Jandl o139 IS (e Lgule A88) gall (ullall Alla (B) Adle anal 3 5all o g
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11. VMware 4l 38 Jadall gad; (Oty 176)

VMware vCloud Foundation 8 for 3Y Per core
12. 4,03 4 49 o de jga Akl 1300 2] dulas Cilaglre Al Ll g S g 368
Cat.6ACNLS aladiuly dpulad claglaa A5 JLEA 5 oS g 1) 1-12

duduadll Olio! goll dde
Faceplate double wall mounted with one 1300
RJ45 Module
Patch panel 24 port 49
Patch cords (1m) 1300
Patch cords ( 3m) 1300
Rack 12u 49
plastic ducts for exposed Face Plate Lolaol) Lys @l
printed labels on Face Plate and Fluke
testing

Edge Switch alaiial; dalad cila glaa Al JLid) g s S5 2,68 2-12

Edge Switch 24 port Oty (55)

Number and speed of 1. 24 x 1G Base — T ports, auto-sensing
primary ports switched ports
2. 2x1G ports uplink port
Management Managed via CLI, SSH, GUI web based (HTTP&
HTTPS), SNMPv2, and SNMPv3 and RMON
protocols.

400y Al 8 A ghatal) ae JalSil) g dpalle daac 533 3gaY) 01685 o)) qea
A AL DA (e Lgale A88) gall (ullal) Al () Ale 485 3 5al) o iy
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13- (Uad) adad Jald) A gal) el ¢y g cilBadall LS - gad ) Ludad e SIS 6 3¢l ac2

Cisco Smartnet 8X5XNBD - 3 Years for the following devices

Cisco Renewal

Jadsa gl aag Jlgaldl Serial Number
C9200L-24T-4X-E Catalyst 9200L 24-port data only, 4 x 10G, Network Essentials FOC251400SU
C9200L-24T-4X-E Catalyst 9200L 24-port data only, 4 x 10G, Network Essentials FOC251400EE
C9200L-24T-4X-E Catalyst 9200L 24-port data only, 4 x 10G, Network Essentials FOC251400G6
N9K-C93180YC-FX-B |Nexus 93180YC-FX bundle PID FOC251400L2
NIK-C93180YC-FX-B |Nexus 93180YC-FX bundle PID (FAN defect requires RMA) FDO25260VZE
C9200L-24T-4G-E Catalyst 9200L 24-port data only, 4 x 1G, Network Essentials FDO25260GF2
C9200L-24T-4G-E Catalyst 9200L 24-port data only, 4 x 1G, Network Essentials JAE2531107S
C9200L-24T-4G-E Catalyst 9200L 24-port data only, 4 x 1G, Network Essentials JAE2531101R
C9200L-24T-4G-E Catalyst 9200L 24-port data only, 4 x 1G, Network Essentials JAE2531101X
C9200L-24T-4X-E Catalyst 9200L 24-port data only, 4 x 10G, Network Essentials FOC251400Q7

14- Solid state drive — internal

For Desktop (OTY 1000)

e Device Type Solid state drive - internal
e Capacity 256 GB

e Form Factor 2.5

e Interface SATA 3.0

Lalad) Al 8 A ghaial) aa Jalsil) g Lpalle Ao 53 iliall a8l ¢ 68 O o
dalad) 4Ll A (e Lgle 488 gall (uilal) Alla B) die anal 3 ) gl o iy

15- RAM For Desktop Dell 3090 (OQTY 1000)

e  Category Desktop

e Capacity 8 GB

e Memory Type DDR4

e Speed DDR4-3200MHZ

Lalad) Al 8 A ghaial) aa JalSil) g dpalle Ao 93 Galial) a8l ¢ 680 O e
LM\%@\J%@@Q&\&(@H\M&&)@;ﬁ.ﬁSJJJAS‘quc,\*
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Al Sl ) il

Jasper Reports - Spring — Bootstrap — Angular :gshill s giwa e Yl

Oracle clilyll asld (5 giua Ao (Ll

Jes 259 2000 28 P& G dlld 2y ) Ao

4 gllaal) ddaisty)

Adlal) ekl g adasy) e la s Al a5 A glaall @l jaall/c) juadll JdaS o
Jandl 3 ) 5 g9 la slaall Lin o 635 g YLt 3 ) )5 (e alalie ) 2y ) Huadll jighat @
il Ly 8 i @l el sl e

ZY) Ay bl sl L8 e
sdlas ) J o8 g clalaieV) jlua

gl dda o]

S350 5 e dpall o) 55 Jaal) il = 55 485 alie) 5 S5 o

e 2l 5y jiall Jaal) el 230 5 4 gllhadl) Jyoeil) Jpualds 2818 Tacaia Jaeill alla 23 50 aolesi @
DY) — skl — el ddads 4 glaall ALY 22e 1) A senall cile Ll 383l 3lad a5
(sl 3DULY) —

el Qaeill Calla 23 gl LAY g Jadl 5 ) 35 (00 IS alaic] @

onwil) ol 3l ) 55 el (5305 gl i) o) gao Ay sllnal) Adaiy) A8S] daim gall il Adadl) als @

Al Aaall YL g Jaall 35 55 e JSalaic ) @

IS o g edpnil) b Jpualis anmy Lay Al (53050 5 Jaadl Ll = 5 (3l g apaiiy Cuaai @

-Jaamall (bl 3 Sl Janaliilly Hinae 200 46 51 Jaxdl 5 ) 55 dlaic) 3 J 58 @

Updated RSD (Requirement Specification Documents).
Function traceability matrix
3. HLA should include the following:
- System / application Overview.
- Module / Component overview, including the integrations.
- Hardware / Infrastructure HLA.
4. Low-Level application architecture.
5. Low-Level Hardware / Infrastructure architecture

N =
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6. Integration Design.

7. Security & Compliance Design.
8. Data & Migration Design.

9. Database schema.

10.Test Plan.

11.Test Cases.

sl Al danial) (530 sl 4SS LAt g Jasdl 351 5 g alaie) s J58.12
palacill g (V) Al a1
a5 S Aalal) Jualidl) diecaie 406N Jaljall (g sl an dlaie ¥ &4 1
ceLal) 315 0 galddl Bagad) 518 cuila (e 2D (Y

Functional Test -
.Non-Functional Test -
:aad) B 3 pa ada) Ll
el Jod sl -
VUi 51 )5l o sida s ad s Jlee) Js llad Jl gl -
Jaad) o) 39 — Bauaadl dawalad) cilily S ol dddal) aSlaal) gaadat JAI dedd anali 17

G slhall Jlee¥ gUad
Seall Gl J 5 Ay oY) Laralally Lalal) dnall aSlaal) Liloaivl Ay Head 0w o glaall Jlee Y1 Blai Coagy
g )Y daalally Lalall saaall Jasdl £y Glld DA e
Al bl aladiily Jany Guadadll o) «_\.\;
Jasper Reports - Spring — Bootstrap — Angular : =il s gica e Y f

Oracle ¢l 3328 5 gia s ;’L).':L":

4 slhaal) Aniity)

Summary (Quick Checklist):-
Actions: -

-

« Assess — Plan — Prepare — Test — Migrate — Validate — Close a3 <-- Jashadld <-- ayili
JLA.\A\ <--

Deliverables: -
« Migration plan. _saeill Aalall Jaall ddaa
« Architecture & design documents . il Laldll duarecail) 4yl 455 )
« Network & environment readiness .Sl g saaall A8lain) 4y 45 jala oy 8

« Testing & validation reports.sayasll d8laaiun¥) dan 4 jalay dalall Gl LAY (e o gBYL ) S
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« Final handover documentation. (x¥! Jall 5 adodll Jualss, 484
« Runbooks. il g Jalaill 4.4 4y Jase S

Actions and Deliverables Detalils: -

1- Pre-Migration Phase (Planning & Assessment): -

Actions: -

« Conduct a full inventory of all assets (servers, applications, databases, storage,
network, dependencies) — <Ly 2 8 — ol 3) ALt 4 glhaall Dlalia V) 48S) jas oo
(@l ol — Sl — (385 Clalis

« Perform dependency mapping to understand interconnections between systems ¢/ )
AadaiY) G Uyl il agdl dga il Tt A aas

. Validate that the target data center has identical specs (compute, storage, network,
power, cooling, security). ¢ sall) daaia Clical g 4l Carginsal) bl S je Ol (e (32210
(O ¢y 5l (A8l (Al ¢y Al

. Assess data size, bandwidth, and migration window. ¢l @laill 5 «llnl) ana v
bagl) 32db
« Define the migration strategy::3_sell daagl jiul 2aa3
o Lift & shift
o Incremental sync
o VM replication
o Cold vs. hot migration

« ldentify risks, constraints, and fallback options. ) g s= 0 <l LA 5 2 asll 5 jlaliall paas
.c-\_))j\

Define the RTO (Recovery Time Objective) and RPO (Recovery Point Objective).
A2 ;i) C8 g cana WasIRTO Al yiwy) 4dass casa g RPO.

Deliverables: -

« Migration Project Plan with detailed activities, time, and prerequisites. il das
Aaulu) clllaiall g <8 gl g dluadil) AadsY) as

Detailed Migration Design Document (MDD).) dsluadill 5 gl asanai 4845

. Asset Inventory & Application Dependency Map. A& s g J s 20 day A
Caliaudatly

« List of Risks & Mitigation Plan. Jabill ¢ sthall Jail) / 428 gial) jlalially pas

« Submit Change Requests / Stakeholders Approval. pizall 488) ga / jadl) Cilulla aya83
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2- Preparation Phase: -

Actions: -

Validate network connectivity between source and target data centers (e.g., VPN,
MPLS, dedicated link). duw o) Caagdls Haaall clilbudl S) je G 4S8N Juall daia (e @l
«JEIIVPN ¢MPLS.(uaads lail 5 ¢

Prepare IP addressing schema, VLANS, routing, and firewall rules. ¢ ste Jalaia slac)
|P &_Ils.h;z} ‘VLAN.L,.LAAJ‘ J‘JA .J.Q\)E} ‘4:\;)3“} 3

Create and configure target environment (VM hosts, storage, clusters). 4w (pnsSi o L)
Test resource availability (CPU, RAM, storage performance). 33s ) 2l sall i ¢ LAl
(A glal g Al sl 3 SIAN g Ay S pall dallaal)

Install required agents/tools for replication or migration.

. e

Perform dry run/proof-of-concept migration for one small service. <l ss¥1/e S sll s

il Sl Ay llad

Deliverables: -

Network Readiness Report. 4Ss&ll 43 5ala i

Target Environment Readiness Checklist. 48agiual) diul) 43381 (e (38ail) daild
Migration Runbook (step-by-step technical steps) 3 sha 485 il ghad) jagdll 800 Jula
(s

Pilot Migration Report. <l psags (e de La0, 5 &

3- Data Migration Execution

Actions: -

Perform initial bulk data copy to the target data center. dxesall Sl (e sl G o1 5l
gl UL S e )

Enable incremental synchronization (if hot migration). JwiS) (gsaxl cpl jiall ) Sl deis
Ga¥) Jiil) cdle ) JSUie Ggan Alla  yagll

Validate data integrity using checksums or hash comparisons. <tlull 23t (e (383l
A0l il i ol LAY aalae aladinly

Conduct application cutover in planned downtime window. <Utall Al (pe (iaill
A0l il jlie ol LAY aalae aladinly

Update DNS, routing, firewall, and load balancers. <uwsd DNS 4leall jlas g 40 63l
Jraadll il 3l 5a

Monitor system performance during cutover.Jall dlee ¢l aUail) ¢12f 48) 1
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Deliverables: -
. Data Migration Logs <l J&i <Blaww
« Integrity Validation Report 4a13ill ¢ (38ail) y &
. Cutover Checklist Execution Sheet adll (s (8ail) daild 3,455 43 9

4- Post-Migration Phase

Actions: -

« Validate functionality of all applications and systems. <kl 44lS Caills 5 daa (o (38l
Ladaiyl

Perform performance baseline comparison (old vs new data center). dssbul 45 jia o1 s
() Qe apall i) S 5e) ¢ a3

Conduct UAT (User Acceptance Testing) with stakeholders.
Aaladl clasal e (UAT) aadiudl J5d sl ol s

Implement required optimizations (network tuning, storage alignment). <l 34
(02333 813 A0 Jasa) 4 glladll

Decommission old systems (if approved). (Lele 48) sall coai 13)) dagadll Lakai¥) Juads Caldy)

Update documentation and diagrams. .autal) a se )l 5 (335 6l s

Deliverables: -
. Post-Migration Validation Report. .3 _agl) i (giail) y i
o UAT Sign-off.asiicall Jgd jaaa o adgil)
« Updated Architecture Diagrams. &isa 4y jlara cilbahais
. Operational Handover Document. Ladal aledl) 484
« Decommissioning Report for old environment. a8l clblal) Sl Jadil) Gy 8

5- Project Closure

Actions: -
« Conduct a final meeting with stakeholders.. ialadll Glaval aa Jles ¢ Laial ¢l s
« Transfer knowledge to the operations team..<lleall (3 8 ) 28 jaall Jis
Deliverables: -
« Final Project Report. .& s dall Algill 83
« Operations Handover & SOPS. daulill 43badal cile) oY)y cilalaad) anlud
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<) gl 3 Jard) o) 59 —  Sladall) Cila glaal) 38 pal dsbi) ciladdld) anadi _18

Jand) ) 5 g (Al ila glaall 38 pa ciliby 38 jal Jdil) g Al asal) Giladd agals
Technical Support and Operation Services

- Szl e slaall 381 pal ) acall a5 lay @iy e S8 5 due o 8 aca b yés Jadly -
A Jlae YU 2Ll o8 Janll 358 alea 05Sa5 Jaadl 535
Aalail g Qs Al g clipdat s Uil ae ) g8 (e Apual gl adill Tad g L ol 301 5 il glaall adai 3 yl0) Cledd anis @
Baclua
ALl s i) ASul GBS 5 dms sall 5 Aglaal) CASGEN O a5 a8 acall 2008 5 3 U 481 el oLl o
gl 321 5 00 380 8 Jead 5 anl 521 8 jead 5 Jlaa¥) a3 538 Jead SIS S0l alasy Lalal) Cilanall 53 3¢y
Aol o Adal) Al e AdaliaY!
OS)yalls 58 giall il laall g ClSLEN el Clara 5 5 gl 5 alas 8T sl acall s g da DU 480 pall Joo @
(s g il el adas Gl
(6 sinall 5 o) alail il acall 4 g A SO A8yl Joe @
Leedl s g clindatl) S 1o 380 0 @
Sl Jala il sheall Ay 53U Gl lana g ULl S e 36l x5 4 3V Cilaparaill § Cila jiiall a5 @
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Proactive IT Operations Methodology:

An overview of the methodology. uses in the onsite IT operations is as follows:

e Onsite team will be directly reporting to MJDC IT manager on a day — day basis and dotted
reporting to. offsite manager for operation planning, administration and coaching

e Part of the deliverables but not limited to:
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Day-To-day operation to maintain maximum uptime level of all services

delivered by the MJDC datacenter

Regular backup and restore operations

Performance monitoring and tuning

Capacity planning documentation/reports

Patching and updating systems according to vendors recommendations

Continuous monitoring of system logs to proactively prevent any service

interruptions

o Conducting security and networking testing and reviews in accordance with
standard schedules

o Updating and migrating old (out of support) operating systems and databases to a
current support version (in accordance with applications requirements)

o Migrating physical environment to virtual environment in preparation to move all

operations to the New Administrative Capital

© O 0O O 0O 0 O

All onsite engineers are backed-up by highly skilled technical resources that represent. core
service delivery team-acting as second level support

Onsite operations team members adhere to existing IT processes

In case of a missing process(es) the team may suggest creating a new IT process and may
suggest some modifications and enhancement to improve the IT operations and increase
availability of the systems

All changes, fixes or modifications of existing configuration will be communicated ahead
of time to MJDC IT manager and documented properly according to existing change
management process, roll back procedures and contingency plans will be suggested and
documented in change management form/template before applying any changes

Approval and sign-off of change management forms is required by the MJDC IT manager
before any changes/fixes are applied by onsite team.

It is up to MJDC IT manager to accept any update, modification or creation of new IT
processes

Onsite team requests that MJDC should have proper testing environments (crash and burn
machines and storage), either virtual or physical to apply and test changes before applying
on production systems

All reports and documentations will be delivered in two copies, one for the MIDC IT Mgr.
and one for MCIT Project Manager
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* MS MCSA SQL certified Database

* Administrator or similar exam/qualifications

* Minimum 5 years' experience in mission critical
environment

* Thorough understanding of relational database design and
concepts

» Demonstrated experience with Performance Tuning and
Optimization (PTO); using native monitoring and
troubleshooting tools required.

* Demonstrated Experience with backups, restores, and M igg)EOft
recovery models required.
Y q L Database

* Knowledge of High Availability (HA) and Disaster
Recovery (DR) options for SQL Server required

* Microsoft SQL Clustering and Replication

* experience is required

* MCTS, MCITP, and/or MVP certification is preferred.

» Windows server experience, including Active Directory,
preferred

* Minimum certification:

* If not, SQL MCSA certified, must will train him/her and
will get certified within the first 12 months

administrator
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* Up to 10 years' experience with Windows Server-
experience should be in configuration and installation of
servers, administration of windows domain and policy. Strong
understanding of the use of Service Account usage

* Experience administering Active Directory and creating &
managing Windows Group Policy

* Objects (GPO's) and Group

* Policy Preferences (GPP).

* 1 to 3 years' experience with Linux. Experience should be in
configuring and operating a complex Linux environment.
Candidate should understand elements of storage
configuration and how to troubleshoot

* 1 to 2 years' experience in DNS and Networking across
Windows and Linux servers.

* Experience in the management of a large mixed Windows
and Linux environment - At least 15 plus servers.

* Strong troubleshooting skills.

* Knowledge of capacity management and planning.

« Strong organizational and written skills.

* Strong attention to detail.

* Minimum certification: MCSE, MCSA

* If not MCSE certified, the vendor must be will train him/her
to get certified within the first 6 months

Windows
System
Administrator

« Minimum experience: 5 years

* Experience in the following:

* Cisco Catalyst 6500 Series Switch

* Experience managing WAN with more than 100 remote
sites

* 5+ years of work experience responsible for designing,
deploying and operating large- scale networks

* Experience configuring and troubleshooting routing and
switching protocols (BGP, 1S-1S, MPLS, RSVP-TE, VRRP)
» Working knowledge of network protocols (TCP/UDP,
DHCP, DNS) and experience with IPv4

* and IPv6

* Experience working in a multi-vendor environment with
hands-on experience with networking hardware Minimum
certification: CCNP Routing & Switching or similar
experience

Network
administrator
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* 10+ years of experience of management of technology
operations in critical environmentse The Data Center Manager
provides supervision, coaching, motivation and technical
development for team members.» Advises staff in
administrative policies and procedures, technical problems,
priorities and methods and is responsible for the overall
direction of the various functions to ensure that the activities
assigned are completed in the most effective and timely
manner.s Lead operations team in the day-to-day support of a
mission-critical environment, development and testing
infrastructure (primarily Windows Linux based on Hyper-V
and Esxi virtualization platform).s Responsible for creating
monthly shift plan and organize team leave requests, setting
long term on-site and remote shift plan

Resident

1 Datacenter

manager

e Oracle Database Management in RAC serving CMS
Application & Content management application
OPENTEXT.

e Backup and Recovery:

Implementing backup strategies, with a recovery plan which
restored periodically and is done upon the request and
approval of the MOJ at the time and place specified by the
MOJ, with the conditions applied by TEDATA and MCIT.

e Security and Compliance

e Monitoring and Alerting: Set up monitoring tools and alerts
to proactively detect and respond to database performance
issues and anomalies.

e Database Upgrades and Patching: Plan and execute database
software upgrades and patching to ensure the databases are
running on the Prod stable versions and security updates.

e Capacity Planning: Monitor database growth

e Troubleshooting and Issue Resolution: Investigate and
resolve database-related issues and errors, coordinating with
development and infrastructure teams to address complex
problems.

Oracle
database
administrator
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¢ Routine operational daily work for all Oracle-Linux OS for
all environments (Prod, Preprod & Test)

e Fully manage the installation, configuration, and
troubleshooting of all aspects of Linux servers

e Perform routine OS system maintenance and patch Linux /
management. 1 Devops
e Experience in Application Patch Automation using administrator

configuration management tools (Ex: Ansible)

e Direct server performance monitoring and optimization
(Ex: Prometheus)

e Experience managing Load Balancer software (HAProxy)

e Experience in supporting Application server middleware
Spring Boot Engine with Embedded Tomcat in all
environments (Prod, Preprod env & Test)

e Continuously watch middleware performance, resource
usage, and error logs for anomalies.

e Troubleshoot and resolve production issues, debug errors,
and find root causes to prevent future disruptions.

e Plan, implement, and test updates, patches, and new _
deployments to minimize downtime. 1 Middleware

e Set up and maintain middleware platforms (like administrator
WebSphere, Kafka, JBoss) and components.

e Optimize settings, manage caching, and implement load
balancing for better speed and efficiency.

e Enforce security policies, manage authentication,
authorization, and encryption.

e Create and maintain detailed records of configurations,
processes, and troubleshooting steps.

(Sl S e 314)) Al ciladdd) Jae (31 d alga
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MS SOL Database Administrator Job Responsibilities

e Configure and maintain MS SQL database servers and processes, including
monitoring of system health and performance, to ensure high levels of performance,
availability. and security.

e Independently analyze, solve, and correct issues in real time, providing problem
resolution end-to end

e Assist developers with complex query tuning and schema refinement

e Ensuring that all MS SQL databases are online and in proper working order.

The reference is to the booklet stamped with the State Seal. Page 27 of 51



Installation, upgrade and patching of database software. Maintain database replication
for disaster recovery purposes.

Troubleshoot performance and configuration issues.

Maintaining and customizing database monitoring solutions.

Applying of backup and recovery measures to safeguard data.
Monitoring and maintaining space usage within the database.

Migrate MS SQL databases to currently supported version

Tuning the general performance of the database

Troubleshoot database problems

Creating user accounts in application systems that require MS SQL DBA
involvement.

Database recovery/restoration

53 a1 gA Akl i plgea

Windows system Administrator Job Responsibilities

Install, configure, troubleshoot and maintain Microsoft Windows Operating System
Troubleshoot complex system-level problems with physical and virtual servers
Preform daily/weekly/monthly health check of the Windows Server Team

Deploy. Decommission and Upgrade Windows Servers as needed

Providing general Microsoft Windows support for the agency s server infrastructure
Create, Delete, Update Active Directory Users and Group as needed to meet company
needs

Adding/modifying/removing system user accounts.

Monitoring servers file system and disk usage.

Monitoring system usage: performance tuning and availability.

Install security tools

Troubleshoot client-side problems associated with application access.

Storage management

Migrating old (out of support) windows servers to a currently supported version (in
accordance with the applications and databases requirements and supportability
matrix)

AL e alga

Network Administrator Job Responsibilities

Monitor, analyze and troubleshoot network performance across the organization's
LANs, WANSs, and wireless deployments.

Ensure the stable operation and efficient performance of company networks.
Identify and remedy network performance bottlenecks.
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¢ Install and configure all network hardware and equipment, including routers, switches,
firewalls, content filters, WAN optimizers, load-balancers, and so on

e Maintain network management applications

e Maintain all network hardware and equipment, including routers, switches, firewalls.
load-balancers, and wireless equipment (all network and collaboration equipment).

e Receive and respond to incoming calls, trouble tickets, and/or e-mails regarding
network connectivity problems.

e Perform on-site analyze, diagnosis, and resolution of network issues for a variety of
end users, and recommend and implement corrective hardware and software solutions.
including off-site repair

e Practice network asset management, including maintenance of network component
inventory.

e Maintain a network topology drawing

e Manage new connections to network

e Recommend and schedule repairs to the LAN/WAN

e Plans, designs, and coordinates the various components of an enterprise network
system.

e Evaluate and recommend network software and hardware for the enterprise system.

e Analyze and resolve network hardware, software, and communication problems using
diagnostic software and/or technical troubleshooting processes.

e Resident Datacenter Manager Job Responsibilities

aial) Cillal) 38 0 e 2l
Data Center Manager Job Responsibilities

e Lead operations team in the day-to-day support of a mission critical environment.
development and testing infrastructure (primarily Windows Linux based on Hyper-V
and Esxi virtualization platform)

e Responsible for creating monthly shift plan and organize team leave requests, setting
long term on-site and remote shift plan

e Responsible for advising and implementing MJDC IT Manager vision for the
operations team

e Develop and enforce all standards relating to hardware configurations, operating
systems, software tools, security, and other technical issues relating to computing
infrastructure

e Coordinate Data Center Operations activities to assure high quality uninterrupted
functioning of the computing environment

e Ensure all data and operational security plans and measures are implemented and
routinely tested

e Develop and create policies and procedures in order to increase and maintain service
level objectives
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e Produce regular reports (daily, weekly, monthly, and on a needed basis) of health
check, performance, and systems availability reports

e Be the focal point and be accountable for generating sets of documentation for all
H/W and S/W used in the environment, the documentation should include all needed
SOP, systems administration documentations, backup/restore, and so on

e Conduct regular audits and version control, and updates to existing documentation

e Ensures team members execute standard operating procedures

e Delivers consistent and accurate system and/or process status reporting. Serves as an
escalation point for complex or unresolved IT support issues

Oracle database administrator al¢-=
Oracle Database Administrator Job Responsibilities:

e Oracle 19C Database Management in RAC serving CMS Application & Content
management application OPENTEXT.

e Backup and Recovery:

e Implementing backup strategies, with recovery being done upon the request and
approval of the MOJ at the time and place specified by the MOJ, with the conditions
applied by TEDATA and MCIT

e Security and Compliance

e Monitoring and Alerting: Set up monitoring tools and alerts to detect and respond to
database performance issues and anomalies proactively.

e Database Upgrades and Patching: Plan and execute database software upgrades and
patching to ensure the databases are running on the Prod stable versions and security
updates.

e Capacity Planning: Monitor database growth.

e Troubleshooting and Issue Resolution: Investigate and resolve database-related issues
and errors, coordinating with development and infrastructure teams to address
complex problems.

Linux / DevOps administrator al«
Linux / DevOps Administrator Job Responsibilities:

e Routine operational daily work for all Oracle-Linux for all environments (Prod,
Preprod, & Test).

e Fully manage the installation, configuration, and troubleshooting of all aspects of
Linux servers.

e Perform routine OS system maintenance and patch management.

e Experience in Application Patch Automation using configuration management tools
(Ansible).

e Direct server performance monitoring and optimization (Prometheus).
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e Experience managing Load Balancer software (HAProxy).

Middleware administrator alg=
Middleware Administrator Job Responsibilities:

e Experience in supporting Application server middleware Spring Boot Engine with
Embedded Tomcat in all environments (Prod, Preprod env & Test)

e Monitoring & Alerting: Continuously watch middleware performance, resource usage,
and error logs for anomalies.

e Incident & Problem Management: Troubleshoot and resolve production issues, debug
errors, and find root causes to prevent future disruptions.

e Change & Release Management: Plan, implement, and test updates, patches, and new
deployments to minimize downtime.

e Installation & Configuration: Set up and maintain middleware platforms (like
WebSphere, Kafka, JBoss) and components.

e Performance Tuning: Optimize settings, manage caching, and implement load
balancing for better speed and efficiency.

e Security Management: Enforce security policies, manage authentication,
authorization, and encryption.

e Documentation: Create and maintain detailed records of configurations, processes,
and troubleshooting steps.
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- ID (Jeslise o3 ))
- Date and Time.
- Who reported the issue (xSaall / pad il aul)?
- Area of application (Application name / APl Name)
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Workflow App
Odoo framework e
Backend: Python 3.x, PostgreSQL database
Frontend: JavaScript, HTML5, CSS3, Bootstrap
API/Integration: REST APIs

Ubuntu server

Mobile App
Kotlin
GIS

ArcGIS Enterprise Technology Stack e

Core Components: ArcGIS Server, Portal for ArcGIS, ArcGIS Data Store, ArcGIS o
Web Adaptor
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Updated RSD (Requirement Specification Documents).
Function traceability matrix

HLA should include the following:

System / application Overview.

Module / Component overview, including the integrations.
Hardware / Infrastructure HLA.

Low-Level application architecture.

Low-Level Hardware / Infrastructure architecture

. Integration Design.

10.Security & Compliance Design.

11.Data & Migration Design.

12.Database schema.

13.Test Plan.

14.Test Cases.

el i) deaial) 305 5l AESY VL) 5 Jaadl 3 ) S dlaic) s Jsd @

CoNaRrLNE

The reference is to the booklet stamped with the State Seal. Page 38 of 51



adedll g BDEY Ada o -]
a5 IS Aalall Jpaliill diacaie N Jal el e slgii¥) ey slaie V) &3y 2
-eLal 3150 ki) Bagal) 51 8 culla e aDE (Yl

.Functional Test -

.Non-Functional Test -

sl 313 e aSa) Ll
,QYLAY\SJUJS?}"&}CEJAM\d},@u__\Lksd\.mJ\ -

(U536 ) Aalad) ALiil) cila glaa 381 el Jaadidl) g (A8l aal) Ciladd anads 2]
Omali g Judil) Aadas] g et g cilily a0 68 (e dalad) L) cila glaa (g 38 pal (All) acal) agals

(o 36) Sl

A0 JLas Yl AL Jal (38 159 Comil
dakail 5 cliplai 5 by 2ol @ (e dalal) Al Cilaslae 3S) e il gincad pulgdl) alaill Wy dll acall o @
Baelose dddail 5 Juais
ALl oo Y A% SN 5 das gall g dgdadll CHSLEN M 65 apend ) aeall a0 5 e 31 481 yally oLl @
a0 5 oA B 3ead s anl Al 5 el s Jleal) a )55 5 el llaS s il alay dalall Cilazall 5 5 3]
Asliia) 5 Al Aadait) e dpdalia) sl
OS)ally 558 siall il glaall g AL (paall Culasna 5 3 gl 5 akad 4811 5d) ac all 2008 5 A DU 480 5al) Joe @
(s gyl A el alas SIS
6 sinall 5 alail ) ac all 2008 5 A 3O 481yl Jee
Lol a5 culindail) 28IS ool 481
AS 33l (ye paiall i) aeall g Jaadl (5058 Gl s3e e 1320 Y ¢ 3 "Disaster recovery site" JI iixy
Alaal Lpadel Sl ge 2855w ITIL full track b sacies cu s 38 pe 8 (e Mina S5 b4
(Omie gl a3l Glld g ¢l all el 8 dpallad) culilaiaY) b i g
il e (B GBed IS (e eige Aanil 5 Aaddll il Glacal @lldg 24/7 e Je il peal) o o
ON call . Jexll
Jead) L) Ll il 5N wd ) Ll (e il g yaaall da siie gl o aladinly Qi) acy o
4 25 ) panigall 38 <l gin B e JB Y Lasd lasbaall 38 pa 5 00Y 5 A0 Jaall Ga 8 gl (S ol e
Jisall (unigall 3 ya
AoasSall a8l gall (& Jalil) e 5 a8l 5 4 slaall 5 Al Jaall Gap s oSl o
el Olel Geasn 15 gt S dadl 3o b e
, Geanll dalal a5 ae ) gall Jaaaiga 6 (A o 8 (0 bie gy el 10 Jeall o

The reference is to the booklet stamped with the State Seal. Page 39 of 51



Jard) (3 b

sdalad) Ll bl 3S e Jae (Bad DA (e oD 358 hal) JlasY Lidis
asl) ‘ (il gl acuall ‘ a
3 Network Administrator 1
2 Security Administrator 2
2 Oracle Database admin 3
2 Oracle web logic 4
3 System administration (Linux+windows) 5
2 SQL server database administration 6
2 Portal admin 7

(16) Operation Team Members Total
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S ‘gal) anll Al cacsall IS
. ITIL foundation certification
— - - . —— - Network
L] Minimum experience: 2 years of Experience working in a data center in 3 Administrator 1
different technologies and models of switches and network and technologies.
. ITIL foundation certification Security
Minimum experience: 5 years of Experience working in a data center in different 2 Administrator 2
.technologies and models of security appliances and security technologies
. ITIL Foundation certified Oracle Database
. Oracle Database Certified Professional 2 . 3
— - —— admin
o Minimum experience: 5 years working in a data center
. ITIL foundation certification
. Minimum experience: 5 years working in a data center
. Oracle Middleware administration 5 Oracle web logic 4
. Oracle WebL ogic administration certified associate level or Oracle WebCenter
portal administration
. Oracle service bus administration
. ITIL foundation certification
. 3 to 5 years’ experience working in a data center with Windows Server —
experience should be in configuring and installing servers, administration of Windows
domain and policy. Strong understanding of the use of Service Account usage.
. Experience administering Active Directory, and creating & managing Windows
Group Policy Objects (GPO's) and Group Policy Preferences (GPP).
. 3 to 5 years’ experience with Linux. Experience should be in configuring and
. . . . System
operating a complex Linux environment. A candidate should understand elements of . .
i . 3 administration 5
storage configuration and how to troubleshoot. (Linux+windows)
. 1 to 2 years’ experience in DNS and Networking across Windows and Linux
servers.
. Experience in the management of a large mixed Windows and Linux
environment — At least 15 plus servers.
. Strong troubleshooting skills.
. Knowledge of capacity management and planning.
o Strong organizational and written skills.
. Strong attention to detail.
. ITIL foundation certification
. Minimum experience: 5 years
. Thorough understanding of relational database design and concepts
. Demonstrated experience with Performance Tuning and Optimization (PTO);
using native monitoring and troubleshooting tools required.
. Demonstrated Experience with backups, restores, and recovery models 5 SQL server data 6
required. base administration
. Knowledge of High Availability (HA) and Disaster Recovery (DR) options for
SQL Server required.
. Microsoft SQL Clustering and Replication experience is required.
. MCTS, MCITP, and/or MVP certification is preferred.
. Windows server experience, including Active Directory, preferred
. ITIL foundation certification
. Minimum experience: 5 years
o Thorough understanding of relational database design and concepts
. Demonstrated experience with Performance Tuning and Optimization (PTO);
using native monitoring and troubleshooting tools required.
. _ Demonstrated Experience with backups, restores, and recovery models 5 Portal admin 7
required.
. Knowledge of High Availability (HA) and Disaster Recovery (DR) options for
SQL Server required.
. Microsoft SQL Clustering and Replication experience is required.
. MCTS, MCITP, and/or MV/P certification is preferred.
. Windows server experience, including Active Directory, preferred
16 Total Operation Team Members

The reference is to the booklet stamped with the State Seal.

Page 41 of 51




& A alga
Database Administrator bl so g (uiiga alga

Ensure Oracle and MS SQL databases are operational and optimized.
Implement and monitor database backup and recovery strategies.
Manage user access, roles, and permissions.
Monitor performance and storage utilization; perform performance tuning.
Maintain database security, including encryption and patch management.
Troubleshoot and resolve database-related issues promptly.
Maintain up-to-date documentation for database architecture and procedures.
Support development teams with schema design and optimization.
Generate regular reports on performance, capacity, and backup status.
Provide 24/7 on-call support when required

Oracle Middleware Administrator guiig- algs

Install, configure, and maintain Oracle WebLogic Server domains and clusters.
Deploy and manage enterprise applications (JAR, WAR, EAR).

Monitor and optimize WebLogic Server performance and resource utilization.
Apply security patches and product updates as required.

Manage users, roles, and security configurations (including SSL certificates).
Configure and maintain JDBC, JMS, and other integration resources.

Analyze and troubleshoot issues reported in application and server logs.

Perform regular backup, archiving, and restoration of WebLogic configurations and
metadata.

Maintain documentation for all WebLogic environments and deployment processes.
Collaborate with development and infrastructure teams for new releases and
upgrades.
Provide 24/7 operational support and incident response as needed.
AL (uiga alga
System Administrator (Linux/Windows) Main Responsibilities
(Including DevOps & Containers)

System Administrator — Main Responsibilities (Including DevOps & Containers)
Install, configure, and upgrade operating systems and related software.

Apply system updates, patches, and security configurations.

Manage and maintain system user accounts and permissions.

Monitor system performance, resource utilization, and availability.

Manage storage resources, file systems, and disk quotas.

Install, configure, and maintain security tools and antivirus software.
Troubleshoot hardware and client-side connectivity issues.

Implement and verify system backup and recovery procedures.
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Maintain system documentation and change logs.
Generate regular system performance and capacity reports.
Containers & Virtualization
Install, configure, and manage container platforms.
Deploy and orchestrate containerized applications using Kubernetes or OpenShift.
Manage container images, registries, and networks.
Monitor and troubleshoot container performance and resource usage.
Implement container security best practices and compliance standards.
Collaborate with DevOps teams to automate system provisioning and configuration
using Ansible, Terraform, or Puppet.
Build and maintain CI/CD pipelines for continuous integration and deployment (e.qg.,
Jenkins, GitLab CI/CD, Azure DevOps).
Integrate monitoring and alerting tools such as Prometheus, Grafana, or ELK Stack
Provide 24/7 operational and technical support as required.
Network administration <lSadl) (udiga alga

Analyze network impacts resulting from new installations, modifications, or
upgrades.

Maintain accurate and up-to-date network topology diagrams and documentation.
Manage and configure new connections to the enterprise network.

Set up, configure, and maintain modems, switches, routers,access points

Design, deploy, and manage LAN, WAN, and wireless networks to ensure high
availability and performance.

Monitor and troubleshoot network issues, ensuring minimal downtime and optimal
performance.

Implement network solutions such as VLANs, VPNs, and QoS for secure and
efficient connectivity.

Maintain network documentation, including diagrams, configurations, and processes.
Install, upgrade, and troubleshoot network devices and related software.

Monitor LAN/WAN performance and availability to ensure optimal operation.
Recommend, schedule, and coordinate network repairs and preventive maintenance.
Plan, design, and coordinate the various components of the enterprise network
system.

Reassess and optimize the effectiveness of network hardware, software, and
communication links.

Evaluate and recommend network software, hardware, and infrastructure
enhancements.

Analyze and resolve network hardware, software, and communications issues using
diagnostic tools and technical troubleshooting methods.

Maintain proactive incident response and troubleshooting procedures.
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Monitor overall network performance and implement improvements for throughput
and stability.

Support integration with virtualization and cloud networking environments.
Participate in capacity planning, scalability assessments, and infrastructure
modernization initiatives.

Collaborate with system, database, and DevOps teams for seamless interconnectivity
and uptime.

Bachelor’s degree in Computer Science, Information Technology, or a related field.
Proficiency in networking protocols such as TCP/IP, DNS, DHCP, and BGP/OSPF.
Provide 24/7 operational and technical support as required to ensure business
continuity.

Excellent problem-solving and analytical skills.

Strong communication and teamwork abilities.

Detail-oriented with the ability to manage multiple tasks efficiently.

Certifications such as CCNA, CCNP, etc

Experience with zero-trust architectures and secure SD-WAN solutions.

Knowledge of compliance frameworks like 1SO 27001, NIST, or GDPR.

Security administration @il ¢l (udiga alga

Design and implement security measures on network devices to protect data center
systems from unauthorized access.

Develop and enforce printer and endpoint security controls to prevent unauthorized
usage.

Manage and secure external media usage to prevent malware or virus introduction.
Oversee and maintain firewall, VPN, and intrusion prevention configurations.
Perform regular security audits to verify that network and data center security meet
required standards.

Continuously monitor security advisories and threat intelligence feeds for emerging
vulnerabilities.

Respond promptly to any suspected or confirmed network or security incidents.
Provide 24/7 operational and technical support as required to ensure business
continuity.

Expertise in configuring and managing firewalls .

Experience with Load balancer & WAF technolgy

Experience with SIEM solutions

Strong knowledge of VPNs, IDS/IPS, and endpoint security solutions.

Experience with monitoring tools (e.g., SolarWinds, Nagios, Wireshark).
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Portal administrator guiig= algs

Ensure Oracle and MS SQL databases are operational and optimized.
Implement and monitor database backup and recovery strategies.

Manage user access, roles, and permissions.

Monitor performance and storage utilization; perform performance tuning.
Maintain database security, including encryption and patch management.
Troubleshoot and resolve database-related issues promptly.

Maintain up-to-date documentation for database architecture and procedures.
Support development teams with schema design and optimization.

Generate regular reports on performance, capacity, and backup status.
Provide 24/7 on-call support when required

Technical Design Reviewer & Data Center Integration Coordinator — Main
Responsibilities

e Technical Design Review

e Review and validate technical design documents (TDD, HLD, LLD) submitted by
development or vendor teams.

e Ensure that all application designs comply with enterprise architecture standards and
security guidelines.

e Assess the scalability, performance, and reliability of proposed solutions before
implementation.

e Evaluate the integration architecture and verify compatibility with existing systems and
infrastructure.

e Identify design risks, dependencies, and potential points of failure, and recommend
mitigation strategies.

e Coordinate with software architects, system administrators, and database teams to
validate the overall solution design.

e Approve or provide feedback on design changes prior to deployment in production.

¢ Application & Data Center Integration

e Supervise and coordinate integration activities between multiple data centers, ensuring
data synchronization and service continuity.

e Monitor and verify the connectivity, replication, and failover mechanisms between
production and disaster recovery sites.

¢ Ensure that all applications support redundancy, high availability, and disaster recovery
requirements.

e Collaborate with network, system, and database teams to maintain end-to-end
communication between interconnected systems.

e Participate in testing and validation of inter-data center links, load balancing, and
failover scenarios.
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e Document all integration topologies, communication protocols, and system
dependencies.

e Follow up with vendors and internal teams to resolve any connectivity or performance
Issues between data centers.

e Governance, Documentation & Reporting

e Maintain comprehensive records of all design reviews, integration diagrams, and
approvals.

e Ensure that technical documentation for each application reflects the latest approved
design and integration structure.

e Provide periodic reports on integration status, risks, and recommendations to
management.

e Contribute to defining technical standards and best practices for application design and
data center interconnectivity.

e Support & Coordination

e Participate in change management processes for new deployments or architecture
updates.

e Provide technical oversight during major releases, migrations, and failover tests.

e Offer 24/7 support during critical integration or deployment operations if required.
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