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Access Point Type 1
:4y) ciliua) sally Indoor Wireless Access Point  Jidi g qus 5 9 3,68
The proposed AP should support but not limited to the following
specifications:
e Should support for the latest Wi-Fi standard, IEEE’s new
802.11ax specification.
e Should extend support to a new generation of Wi-Fi clients,
such as smartphones, tablets, and high-performance laptops
that have integrated 802.11ax, 802.11ac Wave 1 or Wave 2
support.
e Should support dual radio (2x2 5GHz; 2x2 2.4GHz)
e Should support beamforming (transmit beamformin
" 336 PP g g)

e Should include integrated antennas omni horizontal beam
with minimum gain 3.5 dBi for 2.4 GHz Band and minimum
gain of 5 dBi for 5 GHz band.

e Should include 1 x 100/1000BASE-T autosensing (RJ-45).

e Should support Advanced Cellular Coexistence technology to
overcome interference with 3G signals.

e Full features for interference detection & avoidance, client
association optimization, spectrum intelligence, band-
steering, and load-balancing (These features must be
available now not as future roadmap). SMB Access points are
not accepted.

e  System memory should be at least 1024 MB DRAM and 128
MB flash.
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e Should include built-in BLE Bluetooth beacon & Zigbee
interface

e Minimum concurrent active users (per Radio) : 50 clients

e The AP can work on three modes: Controller-Based as well as
Built-In Virtual Controller for other APs (up to 100+ APs), and
Cloud based.

e The AP must be compatible with (IAP Aruba 207, Aruba 303)
virtual controller setup.

Should meet the following standards: -

e |EEE 802.11a/b/g, 802.11n, 802.11h, 802.11d

IEEE 802.11ac wave 1 and wave 2.

802.11i, Wi-Fi Protected Access 2 (WPA2), WPA , WPA3 and

Enhanced open.

e 802.1X

e Advanced Encryption Standard (AES)

e  EAP-Transport Layer Security (TLS)

e  EAP-Tunneled TLS (TTLS) or Microsoft Challenge Handshake
Authentication Protocol Version 2 (MSCHAPv2)

e  Protected EAP (PEAP) vO or EAP-MSCHAPv2

e  EAP-Flexible Authentication via Secure Tunneling (FAST)

e  PEAP vl or EAP-Generic Token Card (GTC)

e  EAP-Subscriber Identity Module (SIM)

e  Wi-Fi Multimedia (WMM).

Access Point Type 2

:44Y) il galls Indoor Wireless Access Point  Jiudiy cuS 5 9 &8
The proposed AP should support but not limited to the following
specifications:

e Should support for the latest Wi-Fi standard, IEEE’s new
802.11ax specification.

e Should extend support to a new generation of Wi-Fi clients,
such as smartphones, tablets, and high-performance laptops
that have integrated 802.11ax, 802.11ac Wave 1 or Wave 2
support.

e Should support dual radio (4x4 5GHz; 2x2 2.4GHz)

e Should support beamforming (transmit beamforming)

e Should include integrated antennas omni horizontal beam
with minimum gain 3.5 dBi for 2.4 GHz Band and minimum
gain of 5 dBi for 5 GHz band.

e Should include 1 x 100/1000BASE-T autosensing (RJ-45) +
2.5Gbps SmartRate/Multigigabit port technology and
Management console port (RJ-45).

e Should support Advanced Cellular Coexistence technology to
overcome interference with 3G/4G signals.

e Full features for interference detection & avoidance, client
association optimization, spectrum intelligence, band-
steering, and load-balancing -> These features must be
available now not as future roadmap.
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System memory should be at least 1024 MB DRAM and 128

MB flash.

e Should include built-in BLE Bluetooth beacon & Zigbee
interface

e Minimum concurrent active users (per Radio): 75 clients

e The AP can work on three modes: Controller-Based, Built-In
Virtual Controller for other APs (up to 100+ APs), and Cloud
based.

e The AP must be compatible with (IAP Aruba 207, Aruba 303)

virtual controller setup.

Should meet the following standards: -

e |EEE 802.11a/b/g, 802.11n, 802.11h, 802.11d

e |EEE 802.11ac wave 1 and wave 2.

e 802.11i, Wi-Fi Protected Access 2 (WPA2), WPA , WPA3, and
Enhanced Open.

e 802.1X

e Advanced Encryption Standard (AES)

e  EAP-Transport Layer Security (TLS)

e  EAP-Tunneled TLS (TTLS) or Microsoft Challenge Handshake
Authentication Protocol Version 2 (MSCHAPv2)

e  Protected EAP (PEAP) vO or EAP-MSCHAPv2

e  EAP-Flexible Authentication via Secure Tunneling (FAST)

e  PEAP vl or EAP-Generic Token Card (GTC)

e  EAP-Subscriber Identity Module (SIM)

e  Wi-Fi Multimedia (WMM).
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(Access Switch) (g ph iiigu Juitdig et ol § i ygsi
i) iliualgd by

The proposed Access Switch should support but not limited to the
following specifications:
e Access switch should be manageable Layer-2 non-blocking
wire-speed Giga Ethernet Switch with 48 10/100/1000
Base-T POE+ Autosensing ports.
e Access switch should support at least four 10Gbps ports
e The switching capacity at Least 170Gbps
e The Forwarding Rate at Least 98 Mbps
e The Dram Size at Least 4 GB
e The Flash Size at Least 16 GB eMMC
e MAC Address table size at Least 8,000
e Access switch should support Layer 3 static routing
e Full Layer 2 features: QoS, Security, IEEE 802.1Q VLAN tagging
e Security Features: (802.1x, Web-Based Authentication, MAC-#
e OQOut-of-Band Management Port
e Switch should support on-prem or cloud management.
e Should support the following protocols:
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e |EEE 802.1AX-2008 Link Aggregation

e |EEE 802.1s Multiple Spanning Trees

e |EEE 802.3az Energy Efficient Ethernet

e |EEE 802.3ad Link Aggregation Control Protocol (LACP)
e |EEE 802.1w Rapid Reconfiguration of Spanning Tree

e RFC 2236 IGMP Snooping

e |EEE 802.1AB Link Layer Discovery Protocol (LLDP)

e |EEE 802.1p CoS

e Should Support collecting IP traffic information and
monitoring network traffic (Netflow/SFlow/IPFix or
equivalent)

e The Switch should support port mirroring for packet
monitoring and capture.

e Access switch should be managed via CLI, SNMP protocol and
web-based management and configuration interface.

e Power supply requirements: 220VAC, 50 Hz.

o Lifetime Warranty.

e The proposed switch should be supplied with the latest
operating system software, user and installation manuals,
power cables, rack mounted accessories ...

e Console cable should be Provided

- il 19 et bl o' 6 Sy il il

compatible and same vendor with supplied Access i g S y§ui

A ol
SFP+ MM module Switch
170 WSl dnbge e 0 UTP Patch Cord CAT 6 ik 3§ el yéul
o
(el 5 p00a) a0 9 Jodat
170 S| ansge i 0 UTP Patch Cord CAT 6 it yi§ el yée
ok
(el 5 300a) u0 ¥ Jodat
dalig gui (0 UTP patch panel 24 port CAT 6 it i el ygu
13 38 (The Juieidl§ et 5kl 0'ubi (0 Buttd Joomid sitenddlg i et S/
Patch Panel should be modular and delivered fully loaded
with integrated labeling system )
Gibogdal! ol (guidded Glly St § et 319 Sl 398
Network cabinet: Size 42U, metallic cabinet with glass door,
lock Rack Mount Power Strips, Rack Fans, Casters
2 238 -with minimum 80 cm width and 100 cm depth
-Top fan unit with not less than two fans for ventilation and
air circulation.
-Two 19” horizontally mounted power strips with six
outlets each 220 VAC per each rack.
b_gi eS| ausgel i 0 Fiber Patch Panel iyl duiyoe
2 06 | Jutanihd [ et ikl 05kt 00 D S el 1§ LC Zod il
.(Cores JI pumt pla osid)
Jud
it 5§ i394
Jola
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Indoor Fiber cable MM 12 Core, Support 10G speeds,
LSZH (Low Smoke Zero Halogen)

padiled Lo o) GIE! ansge gudi o
PLL| PVC ull 33l (b 00 1108 Jid o sl il Gh) Joomind huinillg
- ool 19 et ikl (0t b0 Jutey § iy

LT

Fiber Patch Cord Multimode 10G Speed LSZH it yi§ ui ygui
St Jouid ekl 19 oRudibod Lo §) GiNIES| anbigdl i o LC-LC
Sy S 5all 5l b0
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(Access g o b S § 003
i) ibi@fgdly Switch)

The proposed Access Switch should support but not
limited to the following specifications:
e Access switch should be manageable Layer-2 non-
blocking wire-speed Giga Ethernet Switch with 48
10/100/1000 Base-T POE+ Autosensing ports.
e Access switch should support at least four 10Gbps
ports
e The switching capacity at Least 170Gbps
e The Forwarding Rate at Least 98 Mbps
e The Dram Size at Least 4 GB
e The Flash Size at Least 16 GB eMMC
e MAC Address table size at Least 8,000
e Access switch should support Layer 3 static routing
e Full Layer 2 features: QoS, Security, IEEE 802.1Q VLA
e Security Features: (802.1x, Web-Based Authenticati
e QOut-of-Band Management Port
e Switch should support on-prem or cloud manageme
e Should support the following protocols:
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e |EEE 802.1AX-2008 Link Aggregation

e |EEE 802.1s Multiple Spanning Trees

e |EEE 802.3az Energy Efficient Ethernet

e |EEE 802.3ad Link Aggregation Control Protocol (LA
e |EEE 802.1w Rapid Reconfiguration of Spanning Tr¢
e RFC 2236 IGMP Snooping

e |EEE 802.1AB Link Layer Discovery Protocol (LLDP)
e |EEE 802.1p CoS

e Should Support collecting IP traffic information and
monitoring network traffic (Netflow/SFlow/IPFix
or equivalent)

e The Switch should support port mirroring for
packet monitoring and capture.

e Access switch should be managed via CLI, SNMP
protocol and web-based management and
configuration interface.

e Power supply requirements: 220VAC, 50 Hz.

o Lifetime Warranty.

e The proposed switch should be supplied with the
latest operating system software, user and
installation manuals, power cables, rack mounted
accessories ...
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SFP+ MM module supplied Access Switch
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Qi 0 UTP patch panel 24 port CAT 6 ikt yi§) el 36
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( The Patch Panel should be modular and (Juimisidl§

delivered fully loaded with integrated labeling
system )

db

Gikoglal/ phaid (ouldited Gll) Junitaisl § s g oty

Network cabinet: Size 42U, metallic cabinet with
glass door, lock Rack Mount Power Strips, Rack
Fans, Casters
-with minimum 80 cm width and 100 cm depth
-Top fan unit with not less than two fans for
ventilation and air circulation.

-Two 19” horizontally mounted power strips

with six outlets each 220 VAC per each rack.
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Indoor Fiber cable MM 12 Core, Support 10G
speeds, LSZH (Low Smoke Zero Halogen)
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Cables Specifications:

Certified channel performance in a 4-connector configuration up to 100 meters and meets
ANSI/TIA-568 Category 6 standard at swept frequencies up to 250MHz and — 23 AWG

The proposed cable must meet the requirements of the ISO/IEC 60754 Category 6 proposals.
The cables jacket must be low smoke zero halogen (LSZH)

Insulation colors shall be blue, orange, green, brown & white with Color code.

Support POE+

Wall Mounted Outlets Specifications

The offered outlets will be external faceplate Double or single based on the provided drawn
embedded with the needed connector

All the outlets’ Faceplates shall be surface wall mounted above the proposed ducting system.
All the outlets shall be provided with impeded labeling system (Label Holder for numbering
the node), and shall be provided with in the same brand name of the proposed system.
Modular jacks shall be color coded

Modular jacks shall be screened High bandwidth RJ45 connector.

Modular jacks shall be Fully compliant with TIA and ISO Category 6 cabling and connector
standards

Modular jacks shall be 4-pair and shall meet the Category 6 performance requirements.

Modular jacks must be Supports POE Plus applications (15 Watts per pair).

Labeling System

Ducting

Bidder shall be responsible for providing a complete labeling system for:
o All the cables from both sides.
o All the Patch panels.
o Allthe wall & floor mounted Outlets.

o All the Racks.

Ducting must be from Heavy Duty PVC
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e Duct filling capacity 70%- 30% for future additional cabling

e Size Should be not less than 4x4cm
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