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Request for Proposal

For

Preparing the Central Agency for Public
Mobilization and Statistics building

(CAPMAS Project - CENSUS 2027)




Purpose of the RFP

The aim of this RFP is to have a turnkey solution to cover all the following systems as one
solution:

e Hardware and software license.

e Build a complete Upgrade network security system

e Build a complete Upgrade data network system

RFP Rules

e All the system items should be provided, installed, tested, and put into Service for a
Complete up-and-running system (complete turnkey solution)

Only one complete main offer and one complete alternative are allowed for the
total solution.

Bidder must offer all the necessary components that are essential for the proper
operation even if they are not included in this RFP.

The proposed solution must be scalable, flexible for any future expansion smoothly
with cost effective without any need for replacing the offered units equipment.

All required passive equipment’s mentioned in this RFP must be considered as the
minimum requirements and not limited to it.

Bidder should use the proposed BOQ for the cabling system as guidance quantities
as the minimum requirements. Bidder must do his site survey as per the provided
schedule with the Submitter for a complete turnkey project.

All the technical specifications mentioned in this RFP must be considered as the
minimum requirements and not limited to these specifications.

Bidder must provide a complete set of data sheet for the proposed equipment.

Bidder must provide a compliance sheet which indicates that the provided
equipment is matching the technical specifications required and highlight the
locations of the compliance in the data sheet.

The bidder should follow the RFP BOQ. The BOQ should be itemized highlighting the
following fields as minimum requirements: -

= Description.

=  QOrigin of manufacturing.

=  Manufacturer part number.

= Unit price (SHOULD NOT be in the content of the technical offer).
= Quantity.

= Total price (SHOULD NOT be in the content of the technical offer).

A three-year warranty for all system active components.

Bidder Must Provide training on Proposed Solution in CAPMAS Premises and Labs
(Clarify training Plan and content in you offer)
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Part I: Hardware And Software License




Summary:
The bidder must provide a Trunkey solution (end-to-end) for the following items:

Compute Solution.
Storage Solution.

. Virtualization Solution.
Backup Solution.

The proposed solution must include at least the following tasks:

1. Supply and Installation of the Proposed Technical Solution
= This includes the provision of the required hardware components, such as servers
and storage units, according to the approved technical specifications.
= Installation of the equipment at the data center or designated location, ensuring
readiness for operation.
Deployment and Activation of Virtualization Licenses
= Installation of virtualization operating systems and platforms on the supplied
Servers.
= Activation and registration of licenses, along with the configuration of a stable
and secure virtual environment.
Installation and Configuration of the Backup System
= Provision and deployment of a backup solution in line with the required security
and operational standards.

= Configuration of scheduled backup tasks and testing of data recovery to ensure
system reliability.

Integration with the Firewall Appliance

= Performing the necessary configurations to integrate all system components with
the designated firewall device.

= Ensuring full integration and optimal security to protect data and system
resources

Note:

= A site Survey is conducted at the installation location to review the racks,
available electrical outlets, and other necessary installation and operational
requirements.

= Submitting the technical and financial proposal constitutes an acknowledgment
by the supplier that they have thoroughly inspected the working environment.




Solution Architecture:
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Computing, Storage, and Backup Solutions
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Traditional Solution or Equivalent SDDC Technology Solution for (item 1.1 to item 1.5)

1.1. Virtualized Application Servers QTY (12): include ( N+1)

¢ Processor
= 2xIntel Xeon Gold
= 32 -Core each
e RAM
= |nstalled Size 1024 GB.
= Technology: At least DDR5, RDIMM, Dual Rank
= Upgradability Up to 32 DIMM Slots

e Hard Disk
= 2 ¥ 960GB SSD

e RAID Level
= Supported RAID Levels
= SAS RAID Controller (2GB Cache) with battery or equivalent

e Network
= 2x1GB
= 2 x10/25GB (include 25GB SFP28) (Preferred Dual Card each single port)
= 2 ports FC 32GB (include SFPs) (Preferred Dual Card, each single port)

e Graphics
= Server Ready to add Minimum 2xGPU Card in the future (Specify the compatible GPU)

¢ Expansion / Connectivity
= Expansion Slots: Min. 6 PCI Slots.
® Interface Specify

e Power Supply
= Redundant
= Hot-Swap and all the needed power supply and watt for installing all components in
the future from day one (Fully loaded)
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e Cooling
= Proper ventilation to allow good air cooling, Redundant Hot-Swap fans for installing
all components in the future from day one

e Management Software
= Specify (Ent. or advanced Edition)

e Operating System
= Support different OS (Microsoft Windows Server, Red Hat Enterprise Linux, VMware
Virtualization Software, Hyper-V) with all S/W drivers needed for all components of
the machine. No OS License is required.

e Form Factor
= 2U
e Accessories
® Including all needed cables and Equipment to be installed inside the Rack (cable
management armes, rails, etc).

e Warranty
= 3 Years 24x7 NBD by Manufacturer.

1.2. Unified Storage System: QTY (1)

¢ Usable Capacity
= Clarify the Usable capacity calculation
= At least 200 TB Usable Capacity based on NVME SSD Technology Using At least 20
Disks (or Disk size not excide 16TB)

¢ Determine the following

= The number and Model of offered controllers for (SAN&NAS, Unified).

= The number and Model of offered Enclosures/Disk Enclosures

* The number of offered HD and their types. In each Enclosures/Disk Enclosures.
= The number of free slots in each offered Enclosures/Disk Enclosures.

= State if the controller unit accommodates any HD or not.

e Upgradeable capabilities to accommodate
= (Specify no. of HDs, without adding any extra HW or any additional license.

¢ The Supplier must mention explicitly

= The maximum number of HDD enclosures monitored & controlled by RAID Controllers
(The bidder must mention devices required for connection to extra Disk enclosures).
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¢ RAID Controller
= Dual hot-swappable

e Support for RAID
=0, 1,5, 6.or equivalent
e Cache
= At least 384 GB Cache for SAN controllers (array)
= At least 64 GB Cache for NAS controllers/ filers/ Gateways.
* The company should determine [the cache used in read & the cache used in write, or
the cache is shared between the (SAN & NAS)].

¢ Hot-swappable cache backup battery
= For at least (Two days) or Equivalent Function.

e Host Ports
= At least eight host ports FC (32Gbps) per the storage system.
= At least four host ports for NAS (10/25 Gbps Ethernet connection) per the storage
system, with its 25GB SFP28 using (Multi-Mode Fiber cables).
= Specify the total number of offered Host ports for each controller and their speed.

e The NAS ports on the NAS
» Should have the capability to support VLAN, Link aggregation, and Ethernet Trunking.

¢ The storage shall support
= Storage partition or LUNs.
= Standard storage (SAN & NAS) security features

e LUNs
= The bidder must state the maximum number of Partitions or the maximum. number
of LUNs
® The bidder must include the License required for adding the maximum Partitions or
LUNSs.

e NSPOF
= The required solution must provide a highly available storage infrastructure with No
Single Point of Failure (NSPOF), This requires that all critical system components be
redundant (power supplies, fans, Fiber Channel switches, host bus adapters for
Automatic failover, RAID controllers, etc).
e Protocols
* The storage must be configured with iSCSI, FCP, NFS, preferred CIFS, SMB protocols




e Ability to do.
= Full online firmware upgrades without shutting down the operation of a controller.

¢ The storage must be ready to connect
= The Maximum Number of servers supported by the Storage System (Host Group) with
all licenses.

¢ Open system solution that supports
= Heterogeneous connectivity to multi-vendor and multi-operating system platforms.

e Support
= Dynamic logical-drive expansion without any effect on the Operational data Hot-Spare
disk drive or Spare capacity
® Intermixed between different speeds and the Capacity of the Disk Drive Module on
the overall Storage Solution.
= A Synch. & Synch Replication.
= Fully integrated with VMware & Hyper-V Virtualization Software

¢ Thin provisioning

= With all the needed licenses for the total required capacity and the company must
provide us with the necessary part number, or the necessary information, which
proves that in the datasheet

= Please provide the requested License for the offered capacity with 3 years of Support.

¢ Snapshot (flash copy)
= With all the needed licenses for the total required capacity and the company must

provide us with the necessary part number or the necessary information, which
proves that in the datasheet. Please provide the requested License for the offered
capacity with 3 years of Support

e Warranty
= 3 Years 24x7 NBD by Manufacture for HW & SW.

1.3. SAN Switches QTY (2):

= Provides at least 24 ports of Fiber Channel. (24 Port Active with its SFPs and Cables).
= Provides up to 32 Gbps Throughput

= Supports auto-sensing ports that automatically negotiate to the highest speed.

= Any additional Cable required to operate the solution

= Warranty 3 Years 24x7 NBD by Manufacture.
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1.4. TOR Switches QTY (2):

= At least 24 Port Switch (ToR) to achieve redundant connection to connect all Solution
Server, each one has 24 ports with 10-25G SFPs28 speed, with all licenses, cables.

» Uplink at least 4 port (10G) SFPs/switch

= Each Switch include 1x100GB DAC Cable0.5m.

= Supports auto-sensing ports that automatically negotiate to the highest speed.

= 4x LC/LC OM4 2f 10m for Uplinks per switch

= 22xLC/LC OM4 2f 5m for Downlink links per switch

= Any additional Cable required to operate the solution

= Warranty 3 Years 24x7 NBD by Manufacture.

1.5. Virtualization

Item QTY.
= VMware vSphere Enterprise per core 3Y =768
= VMware vCentre Standard 3Y =]

Equivalent SDDC Technology Solution As Follows:

e Nodes:
= At least 12 clustered nodes include N+1 with all needed rails and CMA.
= Bidder shall clarify The Maximum number of nodes in a single Cluster.
= Node Ready to add Minimum 2xGPU Card in the future (Specify the compatible GPU)

e Processor:
= Total No. of Physical required Cores (at Least) 768 Cores. (2x32Core per Node)

e Memory:
» Total required Size (at Least) 12TB RAM. (1TB per Node) by Using DDR5 Technology,
RDIMM, Dual Rank
= Determine the number of used & Free Slots
= Node should support up to 32 Memory

e Storage:
» Unified Software Defined Storage (SDS) that supports block, file and object. (at least
50TB NAS Capacity)
= The Unified storage should be managed within the same management tool of the
solution.
= Adding an SSD Cache disk per node will be evaluated as an option (Specify).
= At least total 5x7.68 TB NVMe SSD per Node (Total 60x7.68 TB NVMe SSD)
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= The HCI software should pool all SSDs/NVMe from all the nodes in the cluster to
present a single storage cache pool across the HCI nodes

= Determine the number of free bays.

= The solution should support deduplication and compression

e Connectivity:
= At Least Four 25GbE ports per node ((Preferred Dual Card each Dual port))
= All Required SFP+ must be provided

¢ TOR Switches:
= At least Two Switches (ToR) to achieve redundant connection to connect all nodes
together, each one has 48 ports with 10-25G SFP+ speed, with all licenses
= Must include all required cables and SFPs required to operate the solution.at least:
= 4x LC/LC OM4 2f 10m for Uplinks per switch
= 24xLC/LC OM4 2f 5m for Downlink links per switch
= 32x 25GB SFP28 per switch (Switch side)
= Uplink at least 4 port (10G) SFPs/switch

e Virtualization:

= The Hyper-Converged Software must be based on proven virtualization technology,
leveraging both software-defined (compute and storage).

= The proposed HCI preferred combining virtualization, compute, storage,
management, and data protection with a single point of support for the hardware and
software.

= Preferred One-click non-disruptive patches and upgrades for all solution component.

= Must be able to add new nodes to join an existing cluster. Up to at least to 32 Nodes,
Ina single cluster, each node should have dedicated redundant hot swap power
supplies & cooling fans

® The HCl solution must automatically discover and non-disruptively add each new node
and rebalance resources and workloads across the cluster

= Proposed solution should support any hypervisor listed as a leader in Gartner’s Magic
Quadrant for Virtualization Infrastructure

e Management:

= |t is preferable for the appliance node to deliver resiliency, QoS, and centralized
management functionality

= A requirement of a single system management and operations dashboard that
provides a simple user interface, web-based service, and support

= Requirement for a single system management to manage multiple clusters distributed
in multiple locations, with a single user interface, web-based service, and support

= The solution should support single-button non-disruptive rolling upgrades of HCI
software and system firmware
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= Single dashboard to manage and provision virtual machines, network, storage,
monitor performance, and manage events & alerts
® The HCI solution must support end-to-end installation of compute, network, storage,
and QoS in automated installation steps
¢ General:
= The Solution should balance workloads and allocate storage.

» No single point of failure

= Single point of contact for support services for the offered solution.

e Warranty:
= 3 Years, 24x7 NBD for all hardware and software by vendor

e Services:
= Solution Implementation.

The Proposed Solution Technologies must have a global market and be implemented

in 10 Project at least in Egypt (Preferred Governmental Sector).




1.6. Backup Solution

1.6.1. Physical backup Server QTY (1):

e Processor
= 2xIntel Xeon
= 12 -Core

e RAM
= |nstalled Size 256 GB.
= Technology: At least DDR5 MHz, RDIMM, Dual Rank
= Upgradability Up to 32 DIMM Slots

¢ Hard Disk
= 2 * 960GB SSD
= Minimum 3*3.84 TB SSD or according to the proposed solution.

e RAID Level
= Supported RAID Levels
= SAS RAID Controller (2GB Cache) with battery or equivalent

e Optical Storage
= Preferably Internal DVD RW

e Network
= 2x1GB
= 2 x10/25GB ( include 25GB SFP28)
= 2 ports FC 32GB (include SFPs)

e Graphics
= Specify

¢ Expansion / Connectivity
= Expansion Slots: Min. 6 PCI Slots.
® |nterface Specify

e Power Supply
= Redundant
= Hot-Swap and all the needed power supply and watt for installing all components in
the future from day one (Fully loaded)
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e Cooling
= Proper ventilation to allow good air cooling, Redundant Hot-Swap fans for installing
all components in the future from day one

¢ Management Software
= Specify (Ent. or advanced Edition)

e Operating System
= Support different OS (Microsoft Windows Server, Red Hat Enterprise Linux, VMware
Virtualization Software, Hyper-V ) with all S/W drivers needed for all components of
the machine. No OS License is required.

e Form Factor
= 2U

e Accessories
* Including all needed cables and Equipment to be installed inside the Rack (arm, rails,
etc).

e Warranty
= 3 Years 24x7 NBD by Manufacturer.

1.6.2. Backup SW QTY (TBD):

= Support Backup for different platforms (Windows, Linux, UNIX).

= Support Full, Incremental & Differential Backup.

= Back up both physical and virtual environments (Hyper-V, VMware, and Nutanix).

= Support B2D2T & B2D2D.

= Support Recovery Solution from Disk & Tape.

= Support LAN, SAN, Workstations, Local, and remote backup options as well as MS MS-
based servers and Clustered Servers for 64-bit systems.

= Support backup over SAN (Backup through SAN).

= Support backup from NAS.

= Online Backup and Restore for Oracle DB and SQL DB server with table-level restores,
log-level restore, it should be cluster-aware for SQL Always On.

= Support Online Restore single items for all the mentioned Systems

= Support remote backup option through WAN.

= Support Backup Microsoft Exchange 2010 to 2016 (individual mailboxes, single items,
and folders).




= Support Restoring Microsoft Exchange 2010 to 2022 Single mailboxes, single mail
Iltems (Messages, Contacts... etc.), and file-level recovery features without restoring
the complete backup job

= Support Individual Microsoft SharePoint documents, Microsoft SQL Databases
Backup.

= Centralized and Simplified Administration & Management.

= Support data Encryption and data de-duplication & Compression.

= Support remote backup option for Desktop & laptops with no user interaction or
disruption

= Support Bare Metal Recovery or equivalent feature.

= Support Storage Snapshot

= The System must contain all required licenses / Agents/ and Media packages to
backup 100TB (Front End TB) or Equivalent to 100 VM or Equivalent to (24 Socket).
,(Licensing Model and BOM may be changed according to proposed solution)

= License for Open File Backup (MS Windows Server, SQL Clustering, latest version)
(With All Needed Licenses

» The Backup Software must include the B2D2T backup license and the de-Duplication
license for the complete infrastructure.

= Restore Single mailboxes, single mail messages, single SharePoint files, and file-level
recovery features without restoring the complete backup job.

= Storage Snapshot.

= Support RDM backup: minimum 1TB RDM backup license

® Jicense includes the Management and Reporting system

= The All system must include support 3-year 24x7 NBD by the manufacturer, including
Upgrades

1.6.3. Backup Appliance QTY (1):

= Engineered Backup deduplication appliance

= Preferred In-line Data De-Duplication functionality for best performance and best
storage capacity utilization

= GUI, SNMP, and command line management interface

= Supported Protocols are NFS v3 over TCP, CIFS, Symantec Open Storage (OST), and
preferred tape library emulation (VTL) over Fiber Channel

= Offered Software Features include Global Compression, Data Invulnerability
Architecture, including end-to-end verification (ongoing), snapshots, telnet, FTP, SSH,
email alerts, scheduled capacity reclamation, Ethernet failover, and aggregation

= RAID-6 for maximum resilience and data availability.

= Preferably a highly available system.

= Offered with 2 x 32Gbps Fiber Channel ports.

= Offered with 2 x 25 Gb with required SFP28
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= Offered Disks configured with a total usable native capacity of 250TB usable capacity
(without De-Duplication and compression)
= 3 Years 24x7 NBD by Manufacturer.

1.6.4. Data network systems

e Installation supplies:
(required for Uplinks form firewall side/ connection between Firewalls and Core Switches)
= 12x10m FC OM4 LC /LC (Length may be changed Site Survey)
= 12x SFP+ 10GB SR Multimode

¢ Data Center switch’s Qty (2) each with:
= The Switch must offer a comprehensive feature set, high resiliency, and a broad range

of high-density Ethernet line cards to meet the most demanding requirements of
enterprise, service provider, and cloud data centers and Nonblocking performance up
to 150 Thps.

= Support for the next-generation data center

* Minimum with 8 slots

= Redundant and hot-swappable supervisors, system controllers, power supplies, and
fan trays

= should support full duplex, non-blocking operation at maximum port speed. Bidder
should explain in details the hardware architecture of the proposed switch including
but not limited port, switch capacity, throughput in Mpps, etc...

» Each with 48p 10G/25G with 4p 100G QSFP28 Qty (3) fully occupied with SFP+ 10GB
MM.

= Each with min 12 ports 40/100 Gigabit Ethernet nonblocking ports

= Each with 48p 1G/10G copper ports.

= Airflow Front-to-back

= The Switches support various deployment scenarios:

-Spine nodes in a spine-leaf fabric
-Core or aggregation node in an L2/L3 network
-Border gateway in a L2/L3 network

= 3 Years 24x7 NBD by Manufacturer.

Note:
= Standard Racks with b provided by CAPMAS, in case the proposed solution requires
Enterprise Racks, Bidder will be responsible for providing the required Racks.
= Site Survey will be required before bidding.




Part lI: Security System




2. Security Systems

Design Description

o All the security systems should be delivered with a three-year license &
support

e All of the security systems’ licenses should be activated after installation.

e Proposed Solution must be from a Leader Vendor with a good reputation
for security (Gartner, Forstart,

2.1. Renewal 3 years the License of FortiGate Manager
e Renewal 3 years FortiGate Manager (FMG-VM-100-UG)

2.2. WAF + load balancer (QTY:2 )

The proposed Hardware solution should support, but not be limited to, the following:

e Should support at least 15 Gbps layer 7 throughput

e Equipped with at least 3 x 10G/1G RJ45 ports and 3 x SFP+ ports

e Protection Against Application Attacks by providing comprehensive
geolocation attack protection from DDoS and OWASP Top Ten application
security risks, zero-day web application attacks, botnet defense, and brute-
force attacks.

e Protection against Attacks that steal application credentials or take
advantage of compromised accounts.

e Deep knowledge of the application and its expected uses, including Caching
copies of regularly requested web content, content compression, and
Hardware-based SSL acceleration.

e SSL Offloading and Acceleration

e Support TCP connection queuing, application compression, application
health monitoring, and layer 7 QOS.

¢ Should prevent leakage of sensitive data (credit card information, Social
Security numbers, etc.)

e Should support TCP connection queuing.

e Should support the application health monitor and take action depending
on the health value.

e Should support detailed Application Visibility and Reporting

e Should support a programming language to take actions depending on the
request or part of the request, or the user.

¢ Should provide customized application attack filtering and DDoS Protection.

e Should support multi tenancy.
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e Should be a hardware-based appliance.

2.3. Global Servers Load Balancer (Q=1):

The proposed Hardware system should support, but not be limited to, the
following specifications:

¢ Global data center DNS-based failover of web applications

e Infrastructure monitoring by checking the entire infrastructure health

e Should support at least 500,000 query responses per second.

e Delivered with at least 4 ports 4 x 1G RJ45 Ports

e Able to perform intelligent probing of network resources to determine whether
the resources are up or down.

e Must support DNSSEC, eg, digitally sign DNS answers.

e Should support a programming language to take actions depending on the query
or part of the response.

2.4. SIEM solutions

The proposed solution should support, but not be limited to, the following:
e Support to 10,000 EPS events per second or equivalent GB/day.

e Execute an action manually or automatically with infrastructure devices
and endpoints

e Collect, sign, and store any log type in its original format

e Automate compliant data/log retention

¢ Audit trail for user account activity, Administration activity, and changes

¢ A Single management console for consolidating, correlating, and report

e Support compliance management, complete audit

e At least Reports for PCI DSS, HIPAA, NERC-CIP, FISMA, GLBA, SOX

e Support Historical and real-time Events

e Centralized command and control console

o All devices in the SIEM system must have a redundant power supply

e Correlation: looks for common attributes and links events together into
meaningful bundles. Provides the ability to perform a variety of correlation
techniques.

e Should be a hardware-based appliance.

e Delivered with 3 years of support and license




2.5. Sandbox system QTY:2

The proposed Hardware solution should support, but not be limited to, the

following:
e Can scale up to do full sandbox inspection up to 1000 files /hour and

document size 5 MB/document, No. of documents/user: 4 documents/user

e Must contain storage for reporting and sample storage

e Must be integrated with entity application systems.

e Can inspect submitted files through multiple engines, such as but not
limited to:

e Signature-based Antimalware, Yara rules, Cloud queries, Code emulation &
sandboxing

e Contains a file classification engine that returns more than 4 levels of results
for files submitted

e must integrate with the offered FW from the same vendor to inspect the
web without the need to be deployed in-line

e can be deployed as a sniffer to inspect more protocols and detect callbacks
and communication to BOT networks.

e must integrate with the offered endpoint security from the same vendor to
provide prevention of file execution on the endpoint till sandboxing is done

e can scan and sandbox, and Quarantine infected files in file sharing folders

e can provide scheduled, summarized, and deeply detailed reports about
breach events

¢ helps in the mitigation of breaches detected

e provides detailed actions done by inspected files inside the Sandboxing VM

e can sandbox URLs for malicious activity

e must be a recommended leader in the latest breach detection NSS Labs
SVM 2016 report

e must be able to add customized sandboxing window images

e sandboxing Windows images included must contain at least the latest Windows
version

2.6. Web gateway QTY:2

The proposed solution should support, but not be limited to, the following:

e Secure Web Gateway (Proxy & URL Filtering)
e Unlimited Web Isolation

e File Upload/Download Control

e Copy & Paste Controls

e Watermarking
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e Antivirus
e File Hash check

e Document Isolation

e |solation of Password-Protected Documents and Files

e Insights Analytics Reporting Suite

e Deliver with a license for 600 users

2.7. HSM QTY:2

The proposed solution should support, but not be limited to, the following:

Requirement

Compliance

(Yes/No)

Types

Network attached device, each with min. 2 Gigabit Ethernet ports
with Port Bonding IPv4 and IPv6

support Network load balancing
resilient configuration between the 3 devices.

Cryptographic
interfaces

SHA 256, AES 256 and RSA 2048 — note these are good till 2030,
its expected alternative interfaces will be specified by NIFT

API Support

CSRs solution is using PKCS#10 and X.509 certificates, for
signing its PKCS#1 v1.5, for encryption its PKCS#11

Summary Clarification

« Digital signature using RSA algorithm with key length equal to
2048 bits. Digital signature following PKCS#1 v 1.5 standard.
Digital hashing using Secure Hash Algorithm-2 (SHA-2) 256
standard.

« Certificate signing request following PKCS#11 standard.

« Self-signed X509 v3 certificates will be generated by a

Microsoft Certificate.

* Encryption using RSA algorithm with key length equal to

2048 bits along with Advanced Encryption Standard (AES) with key
length equal to 256 bits in Cipher-block chaining (CBC) padded
mode.

Security Certifications

Mandatory: FIPS 140-2 Level 3 —with smart Cards for MFA
— Key File for MFA along with the Smart cards

Physical Characteristics

Standard 1U 19" rack mount appliance for on premises setup —
No cloud components.

Client License

-Unlimited client License.
-No partitioning Cost
-Support Multi Tenancy




Multiple Roles for Administration Strong

Administrators Separation of Duties

Assumes Password and Multi-Factor

Mean Time Between Failure (MTBF) is min, 100,000+ hrs Dual
hot-swap power supplies.

—Vendor to specify MTBF and field-serviceable components
for offered devices.

Reliability

Keys Backup Backup & Restore Method
Don’t offer Extra HW to save cost and reduce complexity
Logging Syslog , to support sending logs to SIEM

Unlimited number of partitions.
Must be free of cost to allow and future expansions and integrations

Partitions

Number of Max TPS 2,000 TPS using RSA 2048- SHA 256 with the proposed Hardware
using RSA 2048- SHA Can upgrade the 2,000 HSMs to 5,000 TPS on the same HW
256

2,000 TPS using RSA 2048- SHA 256 with the proposed Hardware
Performance metrics: | Can upgrade the 2,000 HSMs to 5,000 TPS on the same HW
Minimum transactions
per second and Lower
latency for improved
efficiency

HSM solutions provide management features that allow for the

Management centralized management of multiple HSM modules
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